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Abstract 

New technologies, especially the world-wide web technologies, have 

created many opportunities for effective Decision Support Systems. 

Web- based DSS provides an efficient tool that helps users find infor-

mation resources available as an online service within an Intranet. 

This paper reviews key topics which concentrate on technical issues of 

Web Decision Support Systems (DSS) research. It highlights the po-

tential results from various papers and researches on Web-Based Deci-

sion support system. Our aim is to focus on Web-based Decision Sup-

port System definition, architectures and technologies, models and im-

plementations, and Security.  
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A decision support system (DSS) is a computer 

program application that explores and analyzes 

many sources of related data and presents it so 

that users can make decisions more easily. The 

main challenge of Decision Support Systems is to 

improve the quality of decision-making and the 

performance of decision makers [1]. The advances 

in computer technologies have impacted every-

body‘s daily life as computers support and assist-

ed almost every single human activity. Traditional 

decision support systems (DSS) focus on comput-

erized support decisions with respect to manageri-

al problems [2]. Web-Based DSS take advantage 

over traditional DSS, where it makes use of wide-

spread Web technologies to distribute the decision 

making process among a various group of geo-

graphically dispersed end- users,  many traditional 

DSS implementations were controlled by local-

ized client/server systems [1]. Researches in the 

decision sciences have resulted in the develop-

ment of a variety of Decision Support Systems 

(DSS) that are useful in solving many decision 

problems faced by individuals and organizations. 

It is now possible to access these DSS using the 

Internet. However, it is often difficult for individ-

uals and organizations to locate specific DSS that 

could benefit them. Nowadays, the Internet pro-

vides access to thousands of gigabytes of infor-

mation, with more information being added every 

day [3]. 

Theoretical Background  

The Decision making process starts with the intel-

ligence phase, where, potential problems and/or 

opportunities are identified and defined. In the 

design stage, alternative solutions to the problem 

are developed. In the choice stage, a specific ac-

tion is chosen. In the implementation stage, action 

is taken to put the solution into effect. In the mon-

itoring stage, the implementation of the solution is 

evaluated to determine if the expected results 

were achieved and it modifies the process. 

DSS applications can be composed of the follow-

ing subsystems [4]: (1) Data Management subsys-

tem: The database management subsystem in-

cludes a database, which contains relevant data 

for the situation and is managed by software 

called, the database management system (DBMS). 

The database management subsystem can be in-

terconnected with the corporate data warehouse, a 

repository for corporate relevant decision-making 

data. (2) Model Management subsystem: The 

model base gives decision makers access to a va-

riety of models and assists them in decision mak-

ing. The model base can include the model base 

management software (MBMS) that coordinates 

the use of models in a DSS. (3) Knowledge-based 

Management subsystem: This subsystem can sup-

port any of the other subsystems or act as an inde-

pendent component. It provides intelligence to 

augment the decision maker‘s own. It can be in-

terconnected with the organization‘s knowledge 

repository, which is called the organizational 

knowledge base. (4) User Interface subsystem: it 

allows users to interact with the DSS to obtain 

information. The user interface requires two capa-

bilities; the action language that tells the DSS 

what is required and passes the data to the DSS 
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and the presentation language that transfers and 

presents the user‘s results. The DSS generator acts 

as a buffer between the user and the other DSS 

components, interacting with the database, the 

model base and the user interface. 

Literature Review  

Tripathi [4] attempted in his paper to highlight 

the decision support system as a tool for making 

the better decisions in the organization. The re-

searcher has proposed the study with respect to 

Birla Corporation Limited. Tripathi studied the 

―Attendance Recording System (ARS)‖ at Birla 

Corporation Limited. The main objective of At-

tendance Recording System is to ensure that the 

attendance of employees is accurately recorded 

and reported for computation of payable days, 

overtime hours, festival allowances, payable assis-

tance etc. This automated system helps managers 

and employees to save their time and improve 

their work. By eliminating manual record keep-

ings, it reduces errors, avoiding arguments. The 

DSS (designed in this study for Attendance Cap-

turing & Recording for Birla Corporation Lim-

ited) mainly generates the reports like Daily At-

tendance, Monthly Attendance, Sick Reports, etc. 

The top management, by receiving these reports, 

can analyze and make decisions regarding shifting 

the priority of the job, also the observance of per-

formance and corrective measures are taken. The 

author came up with that DSS, developed specifi-

cally to help managers to keep control on the 

staff‘s work at various levels. The Reports gener-

ated are as per the format which will help top 

management to make decision concerned with 

human resources in attendance recording and cap-

turing, which is one of the basic needs of any or-

ganization. The Decision Support System is re-

quired for managerial report generation special-

ized tools; software and procedures are used to 

develop DSS in the organizations. 

Valentin, et al. [5] presented in their paper an 

original model of an information system for deci-

sion making, which is able to provide reliable 

management solutions in various fields. They pre-

sented some overviews of the proposed decision 

support system and then exposed three cases 

where it has been successfully applied: two appli-

cations in university management and one in ur-

ban planning. Their proposed model has shown 

that the decision support system allows the deci-

sion maker to choose the best alternative out of a 

set of possible interventions, based on a group of 

custom-defined criteria. The developed algorithm 

requires good mathematical abilities from the us-

er, and this can therefore limit the real-life ap-

plicability of the proposed decision support sys-

tem. In order to make it easier for the users to use 

the DSS and increase the number of potential us-

ers, the DSS was implemented online with a user-

friendly interface. 

The purpose of their approach is to offer a set of 

tools to the decision makers by leaving the com-

putational part to the server. It allows users to 

concentrate on planning issues rather than having 

to understand the formulae that lie behind the al-

gorithm. The results of this paper; which are ob-

tained using the proposed information system in 
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the three cases presented in the paper, show its 

high flexibility and the usefulness of information 

systems for management.  

Yao [2] viewed Web-based Support Systems 

(WSS) as a multidisciplinary research area that 

focuses on supporting human activities in specific 

domains or fields based on computer science, in-

formation technology, and Web technology.  His 

paper presented the fundamental issues of WSS, a 

framework of WSS, and research on WSS. He 

also presented preliminary studies on two exam-

ples of WSS, Web-based research support systems 

(WRSS) and Web-based information retrieval 

support systems (WIRSS). Yao concluded his pa-

per that emerging interdisciplinary study of Web-

based support systems is motivated by the chal-

lenges and opportunities of the Web. He indicated 

that the research of Web based support systems is 

a natural growth and extension of existing re-

search. The evolution of the application dimen-

sion is the extension of decision support systems 

to computerized support systems. With the emer-

gence of Web technology and Web intelligence, 

various Web-based support systems are extended 

from a single machine to a single user computer-

ized support system. Finally he showed that there 

are four types of existing research, namely, WSS 

for specific domains, Web-based applications, 

techniques that are related to WSS and design, 

and the development of WSS that can be classi-

fied as WSS research. 

Shim et al. [6] discussed the evolution of DSS 

technologies and issues related to DSS definition, 

application, and impact. They presented four 

powerful decision support tools, including data 

warehouses, OLAP, data mining, and Web-based 

DSS.  

Issues in the field of collaborative support systems 

and virtual teams are presented. The authors also 

described the state of the art of optimization-based 

decision support and active decision support for 

the next millennium. Finally, some implications 

for the future of the field are discussed. They ar-

rived to the fact that a standard Web browser can 

be used as the user interface/dialog, that means 

that companies can introduce new DSS technolo-

gies at their sites at a relatively low cost when 

compared to client-based DSS. Only a little user 

training is required with Web browser user inter-

face at implementation of DSS technology 

Chien-Chih [7] due to the rapid advancement of 

electronic commerce and web technologies in re-

cent years, the concepts and applications of deci-

sion support systems have been extended a lot. 

One quickly emerging research topic is the con-

sumer-oriented decision support system that pro-

vides functional supports to consumers for effi-

ciently and effectively making personalized deci-

sions. Chien-Chih presented an integrated 

framework for developing web based consumer-

oriented intelligent decision support systems to 

facilitate all phases of consumer decision-making 

process in business-to-consumer e-services appli-

cations. His paper resulted that through using the 

consumer-oriented intelligent decision support 

system (CIDSS), all phases of the consumer deci-

sion-making process can be supported, and in ad-

dition, serving consumers with great satisfaction 
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may eventually lead to continuing consumer rela-

tionships as well as add values and assets to the 

entire value chain. He argued that major applica-

tion functional modules involved in the system 

framework include consumer and personalized 

management, navigation and search, evaluation 

and selection, planning and design, community 

and collaboration management, auction and nego-

tiation, transactions and payments, quality and 

feedback control, as well as communications and 

information distributions.  

Rosso et al. [1] discussed the DSS Capabilities 

Deliverable over Web. Web-based DSS can deliv-

er a huge number of decision support platforms. 

Among these are Data-Driven DSS, Model-

Driven DSS, Optimization DSS, Communication-

Driven DSS and Knowledge-Driven DSS. The 

two most common of these are Data-Driven and 

Model-Driven. Data-Driven DSS refer to a DSS 

system that allows the access to and manipulation 

of data. Their report has sought to outline the usa-

bility of the Web and the unique enabling tech-

nologies that power the Internet. They reported 

that, there are many benefits of web-delivered 

DSS tools, like reduced costs, universally accept-

ed communications infrastructures and ease of 

use. That has established Web-Based DSS as the 

preferred platform for the delivery of information 

to facilitate effective decision-making. In the 

same time they reported that security is still an 

important concern. 

Okleshen et al. [8] their paper highlights the po-

tential of Customer Decision Support Systems 

(CDSS) to assist students in education-related de-

cision making. These resources can be employed 

by faculty to effectively advice students more on 

various elements of college life. In the same time 

students can use them to participate more actively 

in their own learning and improve their academic 

experience. The authors also summarize consumer 

decision support systems (CDSS), concepts and 

benefits. Students can make use of these websites 

to support their education-related decision mak-

ing. The authors discuss the potential benefits and 

drawbacks such resources create from a student 

perspective and conclude with directions for fu-

ture research.  

The benefits of CDSS that provide insights into 

consumer choice processes, increase customer 

loyalty, and reduce marketing costs. In addition, if 

the faculty recommends such systems to students, 

it is more likely they will generate greater student 

satisfaction and confidence with the advising ex-

perience (i.e., service encounter) and the decisions 

that ensue. On the other hand, their disadvantages 

include high costs, slow inquiry response time, 

and the difficulties posed by mediated learning 

formats, as well as ethical issues. They ended 

their paper is to illustrate the potentially valuable 

role of customer decision support systems may 

perform in assisting students with education-

related decision making. Professors and personnel 

at all institutional levels can use these resources to 

advise students within all areas of college life, 

while students can refer to them individually 

when facing specific challenges. 

 Gregg et al. [3] inducted in their paper that the 

explosion of information on the World Wide Web 
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(WWW) and on corporate Intranets has made it 

increasingly important to have methods of organ-

izing and understanding the available content. 

Their paper focuses on verifying a metadata mod-

el designed for distributing decision support sys-

tems (DSS) over the Web.  

Metadata is one method that is being used to facil-

itate both, the location of specific Web content 

and the assessment of its quality. It is the infor-

mation about the structure and content of a data 

resource and it allows businesses and consumers 

to locate appropriate resources and judge their 

power. 

Web-based Decision Support System 

Definition 

 Decision Support Systems can be defined as 

computer technology solutions that can be used to 

support complex decision making and problem 

solving [9]. A DSS is defined as a system that 

"assists management decision making by combin-

ing complicated analytical models and tools, and 

user-friendly software into a single powerful sys-

tem that can support semi-structured or unstruc-

tured decision making"[8]. One of the most signif-

icant advancements of Web-Based DSS, in con-

trast to traditional DSS implementations, is the 

ability of ordinary customers and ―casual users‖ to 

make use of information generated by these tools 

[1]. 

Some of the most significant weaknesses of tradi-

tional DSS systems include the high cost involved 

in the implementation and maintenance, and a de-

pendence ―on expensive IS resources for wide-

spread use.‖ Web-Based DSS goes a long way in 

eliminating these concerns. 

 Global access to Internet resources, the well-

known and user- friendly browser interface, and 

the relatively low costs involved in implementa-

tion make Web-Based DSS a step closer to the 

ideal of paperless e-business management [1]. 

Web-based systems are regarded as ―platforms of 

choice‖ for delivering decision support while tak-

ing into account many technical, economic and 

social considerations [9]. 

Architectures and technologies 

Beginning in the early 1990s, four powerful tools 

emerged for building DSS. The first new tool for 

decision support was the data warehouse. The two 

new tools that emerged following the introduction 

of data warehouses were On-Line Analytical Pro-

cessing (OLAP) and Data Mining. The fourth new 

tool set is the technology associated with the 

World Wide Web [6]. 

A Web-based DSS uses the Web as a portal to the 

underlying DSS. It lets users access and make use 

of the underlying DSS through the Web [9]. Web 

technologies have provided a new media for shar-

ing information about decision support and a new 

means of delivering decision support capabilities. 

For DSS developer, the big leap forward is to use 

the ―web as computer‖ [10]. A number of ena-

bling technologies have evolved in just the last ten 

years. That facilitated the distribution of DSS ser-

vices over the Web. Among these is the Transmis-

sion Control Protocol/Internet Protocol (TCP/IP) 

suite of Internet standards [1]. 
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Models and implementations 

As decision making moves from an individual ac-

tivity toward a group activity, many organizations 

are creating ‗‗virtual teams‘‘ of geographically 

distributed knowledge workers to collaborate on a 

variety of workplace tasks [6]. Distributed imple-

mentation of the underlying DSS is important for 

a Web-based DSS and presents a challenge, which 

needs the combination of a DSS with distributed 

computing technology [9]. E-commerce makes 

use of the decision support system. It plays an im-

portant role on its application. The benefits of us-

ing a decision support system in e-commerce 

adoption includes improved customer service, bet-

ter inventory control, and lower marketing and 

distribution costs, reduced cycle time, increased 

market reach, and reduced operation costs [11]. 

Metadata Model is the description of the structure 

of the database in database environment. It is used 

to describe the structure of the files, the type and 

storage format of the data, and the constraints on 

the data. Metadata are used in the Web environ-

ment to identify the content and quality of Web 

pages. The Open DSS protocol metadata model 

currently includes functional attributes related to 

the problem domain of the DSS, the solution op-

tions, the inputs, the outputs, and the assumptions 

made. The Open DSS metadata model also in-

cludes metadata on the resources required to exe-

cute the DSS. Information on the hardware re-

quirements (e.g., computing platform), software 

requirements (e.g., operating system or applica-

tion needs), and any specific user skills required 

to use the DSS are all included. Finally, the 

metadata model contains all other information 

necessary to purchase and download the DSS. 

This includes information on the DSS‘s cost, its 

references, related DSS, and source/author infor-

mation [3]. 

Security 

There are three main security items to keep in 

mind when selecting a Web tool that permits ac-

cess to crucial data: First, it should be compatible 

with your existing firewall and encryption layers. 

Second, it should use caching wisely in a security-

conscious manner; and finally, it should manage 

passwords for optimal safety and convenience [1]. 

There are at least four systems that perform some 

or all of the web-based DSS. The four systems are 

Joint Protection Enterprise Network (JPEN), Joint 

Warning and Reporting Network (JWARN), Area 

Security Operations Command and Control 

(ASOCC), and Protect, Respond, Inform, Secure, 

and Monitor (PRISM). A description, overview, 

and summary of each system‘s capabilities will 

follow [12]. 

Conclusion  

By reviewing various papers and researches on 

the Web-based Decision Support Systems, we can 

conclude that the web is where the DSS action is 

today. It is obvious and clear that DSS provides 

valuable information required for making effec-

tive and efficient decisions where it cannot be en-

sued without the information pool such as the In-

ternet. Also World-Wide Web technologies have 

rapidly transformed the entire design, develop-

ment and implementation process for all types of 
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Decision Support Systems. This new environment 

allows individuals and organizations to make 

more informed, more collaborative decisions that 

will help achieve the organization‘s goals more 

effectively. The developments in the last decade 

will guide us in understanding the coming growth 

of decision support technologies. The implemen-

tation environment users are becoming more so-

phisticated and more demanding, and organiza-

tions are becoming more complex. These are 

some of the future challenges which have to be 

deeply researched and investigated. Finally the 

computer science and web technology will not 

stop at any point, they will both continue to grow 

up and develop new inventions constantly. 
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Abstract 

Due to the revolution of image editing video tools, it is easy to tamper 

with any video by altering, combining or creating new video contents. 

A common way of manipulation is to duplicate frames to hide objects. 

We proposed a new reverse algorithm to discover the duplication of 

the frames to stop theft by stopping the ip-cam in specific places. 
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Introduction 

In the last few years, many social media sites were 

published to enable users around the world to 

share their knowledge, life events and their diaries. 

This makes a huge amount of data that is replicat-

ed to be used for defamation. One of the types of 

media is videos and the tampering with them, 

which makes the privacy of the internet and its 

contents less confident.  

 

However, the problem lays on the tampering pro-

cess before sharing these resources. These videos 

have turned to be harassment to some people. An-

other problem is tied to the network resources that 

are being hacked and edited before publishing.  

 

The video forgery or tampering has two types: Ac-

tive and passive [1,2,3], the active allows the user 

to make watermark [4,5]or signature to the videos 

before publishing and when it is being tampered 

with, we check the watermark or signature for any 

editing or changing. This type is rarely used be-

cause we can‘t know if the video really needs to do 

that or not, and in the online recording system that 

decreases the performance of the recording frames 

speed. Another approach is a passive one which 

means to check the video by several techniques 

with several purposes such as reversed algorithm. 

We can detect the changes by a sensor device pat-

tern [6, 7] or reverse post-production techniques 

such as white balancing. When the DETECTOR 

finds any changes in the video content the DE-

TECTOR detects that it has been tampered with. 

The other ones are duplication on regions and 

frames to hide an object or change its position or 

make the duplication increase the object number 

which is used in wars to increase the objects of 

rockets or military equipment. 

In recent years, due to the improvement of network 

technologies and devices, IP-cam is a device that is 

connected to the networks to watch the places we 

want to with low-costs and expenses. 

One of the problems of this device is related to 

connecting it to the network all day. So if any at-

tacker hacks this LAN, this device will be driven 

by the attacker and will be turned off. The attacker 

can show any video regardless if the IP-cam is tied 

to the system or not. One of the attacks is to change 

the checking system of the video with duplication 

of frames to hide the thief's personality. And with a 

corporation with the thief he can steal or ignore the 

cam recording process.  

In this paper we proposed a new method called 

DETECTOR. The DETECTOR has been added 

between the video and the system alarm to detect 

the duplication by using a random animation ob-

ject. We can compare the frames to ensure that they 

are no duplicated regions in the specific area in ef-

ficient way.  

Our methodology includes multiple steps to make 

this process more efficient such as using Grayscale 

to speed up the image processing in our online sys-

tem. 

 In this paper we will also discuss the process with 

details, results and evaluation with all measure-

ments taken for the online camera and offline vide-

os. 
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RELATED WORK 

VIDEO INPAINTING FORGERY DETECTION TECH-

NIQUES 

―Inpainting is the process of reconstructing lost or 

deteriorated parts of images and videos. For in-

stance, in the case of a valuable painting, this task 

would be carried out by a skilled image restoration 

artist.‖[8] 

Here inpainting is used to remove objects by filling 

the gap with adjacent pixel colors as shown in Fig. 

1. The difference here is our purpose and usage. 

Here it was used to hide objects but in our research, 

we used it to detect frame group duplications to 

ensure that the video has not been edited. 

 

 Fig. 1: The top figure shows a character is that hidden in 

the lower picture by inpainting 

 EXPOSING DIGITAL FORGERIES IN VIDEOS BY DETECT-

ING DUPLICATION  

It‘s a paper that talks about how to detect region 

and frame duplication. Regarding the frame dupli-

cation, we can see this example by looking at 

Fig.2.The figure shows a series of videos captured 

by the cam of a man who is moving through the 

camera in the top series but at the bottom the 

frames are duplicated to hide this person. Compres-

sion techniques were used to convert the frames to 

JPEG instead of PNG ones to make the comparison 

faster.[11] 

 

 

Fig. 2: The top figure shows a sequence that show a person 

and in the bottom one the person is hidden by duplication 

 

  Here the tampering (hiding objects) was discov-

ered by checking the repeated frames that were du-

plicated to hide an object. In our research we do the 

reverse. We want to check the duplication of our 

physical object. When the duplication is found with 

the motion we can detect the duplication where it 

needs less image processing and faster because we 

only check the region that the physical object lies 

on and not whole frame. 

ADOBE PREMIERE PRO CC 

Adobe Premiere is a program used for video editing 

and montage for multiple videos. One of the fea-

tures of the new version called CC, is used to check 

duplication series in editing processes and not in 

the full rendered and extracted ones. So it used to 

check the video duplication in the editing process 

which is called active forgery and that type is not 

useful for criminal investigation.  
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Fig. 3 shows the duplication detecting done to 

check the colour series. If it's similar that means it 

is duplicated.[12] 

 

Fig. 3: Duplication detected by watching the similar col-

ours means that this frame is duplicated 

System Architecture  

In this section we have defined the system compo-

nents and where the DETECTOR is actually locat-

ed. The component of the system is an IP-camera 

for recording the video which is connected by a 

hosting hardware system to store the recording vid-

eo through the camera. When there is any problem, 

the hosting system monitoring software starts the 

alarm system to close the doors and make a loud 

sound to inform the police. Our DETECTOR lies 

between the system that records frames (which can 

be hacked and store the forgery video) and the 

alarm system as shown in Fig.4.to check the 

frames; as we will discuss in the next section. Then 

if there is a forgery of duplication, the alarm system 

starts working 

 

Fig. 4: The components of the system and where the  DE-

TECTOR lies 

Methodology and Implementation  

This paper‘s experimental implementation is 

programmed on HTML5. This is a powerful lan-

guage to handle the pixels and change their colour 

system, such as grayscale. Not needing to add plug-

ins, and good for making image processing online 

because it handles the video as the image to make 

processing on it. 

The DETECTOR has been tested on different 

multiple offline videos and online webcams to 

make a sense of the minimum resolution needed, 

and the frame rate to make the process faster and 

efficient.  

Before making any process, a random animated 

object which is animated randomly without anima-

tion repetition period will move in specific region 

in any corner in the camera boundaries it can be a 

digital clock including the date to ensure that no 

repeating in the days periods or something else, so 

the detection will be in this region to ensure that 

it‘s not repeated. Our methodology is based on sev-

en steps, as shown in Fig. 5. 

 

 

Alarm 
system 

Detector 
hosting 
system 

ip-Cam 
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Fig. 5: methodology processes 

 

 You can follow these steps to detect the frame du-

plication forgery: 

• Video Selection: 

Our experiment is based on taking a number of 

offline videos to detect if they were tampered with 

or not. We used a multiple of videos with deferent 

properties such as different dimensions, multiple 

colours and different frame rates. And the next step 

is to apply it by an online IP camera  

• Split to frames: 

• Because the pixel processing cannot be per-

formed on all the video, we are concerned by the 

duplication on frames. So we must split the video 

taken to frames. We didn‘t mean to take all the 

video to achieve the performance, but we 

checked the duplication for multiple random se-

ries of frames. 

• Cut the region: 

Cut the region that contains the physical object to 

make the process more efficient unless you take all 

the frames together which we needn't, the process 

becomes faster. 

• Grayscale Conversion: 

Convert the taken regions to grayscale unless the 

RGB makes the process faster. 

• Store the region: 

Store the regions in the array and sort as the 

frame sequence in the video. 

• Compare regions: 

By taking the stored regions and compare their 

pixels, after a specific amount of time we can de-

tect the duplication. 

• Do Action: 

Here we detect if there is a duplication region or 

not. However, if there is duplication, we can do any 
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action such as turn the alarm on or calling the own-

er‘s number. 

Experiment Measurements 

In this paper, the DETECTOR has been tested 

for 3 videos where each video is a 2 minutes long. 

The first one contains one duplication frame every 

second. The second video has 20 duplication 

frames distributed randomly. And the last one has 

no duplication frames. Every video has a 400x600 

dimension with a 24 fps frame rate. We tested these 

3 videos on the DETECTOR and the error percent-

age was zero. But the challenge was the time which 

the DETECTOR has consumed and which was 20 

to 40 second for 2 minutes, it depends on the pixel 

density and the resolution number of the video. 

Before the pre-processing grayscale conversion 

technique, the DETECTOR took approximately 3 

times more than now, and if we look to the region 

comparison, it reduced more time and which can be 

computed from the following equation: 

 

 (       )  
                            

                               
    

      

 

T(Region): the time the DETECTOR does con-

sume for regions.  

  : the pixel density percent. If the pixels are fo-

cused on this region, it will make a variance. 

The DETECTOR has been developed in HTML5 

JS language which is powerful in color correction 

to make grayscale, cropping the regions and pixel 

comparison moreover than it can be used for online 

cameras as we talked about in the introduction. 

Conclusion 

In this paper, we have proposed a digital video for-

gery detection scheme using a random animation 

object that moves in the camera boundaries. We 

proposed a 3rd party system between the watching 

systems and the alarm one to detect the camera 

stopping or what we called frame duplication. We 

are using an HTML5 for it is powerful for handling 

the video as an image and looping on its pixels to 

make the changes to grayscale. Cutting the regions 

and comparing the pixels DETECTOR is fast and 

efficient because it checks regions on grayscale 

with powerful language. 
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Abstract 

Due to the rapid expansion of internet, web applications have become 

a part of everyday life. Consequently, this has increased the number of 

web application incidents and exploits web application vulnerabilities. 

For that consider the SQL injection type of attacks that target web  ap-

plications and allows attackers to obtain unauthorized access to the 

backend database to change the intended application-generate. 
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Introduction 

SQL injection is considered to be one of the 

simplest types of attacks in nature and the most 

dangerous for web applications.  There are a lot of 

Website developers who do not realize the nature 

of the attacks and therefore many of them do not 

perform the simplest of preventive measures to 

protect databases they are dealing with against the 

impact of these attacks. This gap is considered to 

be common in most of the Websites and through 

which most of the websites are penetrated and 

quite important   data gets stolen. In this paper, we 

will focus in the first section on how this gap hap-

pens and how to address it. In the second    part, 

we will focus on how to raise the protection level 

of the site for the prevention of pirate attacks by 

hackers. [1] Thus, we will focus on a big problem 

in websites. This study makes it open for other 

researchers to study other problems in sites.    

Methodology 

  The authors used programmable functions (see 

section 2) that codify the password through mak-

ing it pass through many levels in a way as to 

make it much more complex for hackers to       

execute their plans. Such functions are so useful 

in making webs much safer. We also used a pro-

gram to discover all the gaps (see section 5). 

Research Problem 

  There are programmable gaps by SQL injec-

tion in the websites that make them accessible for 

hackers. So, such gaps need to be detected and 

countermeasures should be made to save the web-

sites.   

SQL Injection 

  Query Language injection is to add symbols and 

SQL statements to the variables that are passed as 

parameters for the query where  these sentences 

are implemented  with the underlying query and 

then the attacker can have unauthorized    access 

to  the system databases and retrieve sensitive in-

formation-on from databases .[2] 

Attacks pose greater risk due to the fact that they 

impact databases which are critical to any         

organization. [3] 

Background on SQL injection vulnerability 

  Many people say they know what SQL injection 

is, but all they have heard about or experienced 

are trivial examples. SQL injection is one of the 

most devastating vulnerabilities that has a great 

impact on a business; as it can lead to exposure of 

all of the sensitive information stored in an appli-

cation’s database, including handy information 

(such as usernames,  passwords, names, address-

es, phone numbers, and credit  card details).[4] 

 Examples of realistic breakthroughs caused by the 

SQL gap 

Among the institution breached banks are PNC 

Bank Nasdaq Stock Exchange, Heartland Pay-

ment Systems and many others, which led to loss-

es estimated at hundreds of millions of dollars 

suffered by these companies. The interesting thing 

is that these people carried out the break through 
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on a long period of time from 2005 until the time 

of their arrest in 2012. 

According to the source, they use these gaps in 

SQL databases to enter them and then install some 

of the codes, that allow them to enter through a 

back door to private networks of such institutions 

breached the time they want .They have been able 

to obtain data on the numbers and more than 160 

million bank account Credit Cards through that 

process. [5] 

Some major hacks regarding SQL injection [7] 

 - July 2012, Yahoo confirms 4 million accounts 

hacked. 

-June 2011, Hactivist ‘Lulzsec’ breached the web-

site of  SONY. 

- May 2011, COMODO Brazil got breached 

- March 2011, Official homepage of MySQL 

website was  compromised. 

- November 2010, Royal Navy website was at-

tacked 

- January 2009, Heartland payment systems got 

breached. 

- June 2007, Microsoft UK website was defaced. 

 Preventing SQL In Existing Applications 

 SQL injection issues are relative new in the     

information security area. Many old systems were 

designed when developers were not aware of such 

threats. In fact, SQL injection vulnerabilities are 

so prevalent that simple Google searching can 

find many of them. To rewrite all of the vulnera-

ble   code sections of an existing system is both 

time-consuming and often impractical due to fi-

nancial or time constrains.  Therefore, techniques 

for protecting deployed systems against SQL in-

jection attacks are important.  

[8]This part will present how to protect our gaps 

SQL. We must follow the following: 

 Screening and matching input variables in terms of   

the type and length 

  We must examine any input before passing it to 

the query sentences.  Let's say we want to display 

data for a product, according to the product num-

ber and the imposition of the latter part of the link 

would be as follows: 

index.php? cat = 20 

As seen at the link above, there is a variable called 

cat value that was passed as 20 and this value will 

definitely query in a table of products supposing 

that the query is as follows: 

Select * from category whereid_cat = '$ cat' 

Select * from category whereid_cat = '20 ' 

As noted in the previous query that the value of 

the variable cat has been passed to the query 

without any examination of the data contained 

before passing it by the attacker. The attacker 

could exploit this vulnerability to pass other val-

ues for the implementation of other queries such 

as 

 20 '+ union + select + * + from + category + or-

der + by + '1'; 

index.php? cat = 20 '+ union + select + * + from + 

category + order + by + '1' 

The query will be as follows: 

We note here that the database category table or 

spreadsheet or others have been queried and the 

attacker can pass other queries to view other data 
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or executing orders that harm the site. This hap-

pens  because of the lack of screening examina-

tion though  the input examination is  simple and 

we can address the former gap  as follows : 

Since the value of the  variable cat will be passed,  

the value to the field id_cat whose data type  is 

digital .We can receive its  digital value as fol-

lows: 

$ cat = intval ($ _GET ['cat']); 

The Previous function intval receives the variable 

values cat on the grounds that it is numeric values 

. Therefore any text that enters, the function ig-

nores it and maintains only the    number .Even if 

the data entered is a text, it will become zero.  

We use this method with the variables of numeric 

type, while with the variables that receive text 

values , we must pass these values on one of the 

functions that add mark / before Marks ' or' and it 

will be as follows: 

$ cat = mysql_real_escape_string ($ _GET ['cat']); 

We can also test the length of the variable before 

passing them by the attacker. For example, if the 

length of the variable is 20 characters, we will re-

ceive the value of the variable only to the limits of 

twenty symbols as follows: 

$cat=mysql_real_escape_string (substr($_GET['c

at'],1,20)); 

Example for SQL Injection Show in Figure1 

 

 

Figure 2 show how can pass a query by attacker in the bar. 

 

 

Figure 2. Pass a query union in the web site a bar. 

Error messages (Hide) 

Site programmer must hide error messages that 

appear when there is an error in the site so as not 

to be exploited by the attacker. 

For example, we can adjust the settings file 

php.ini to prevent the emergence of error messag-

es by controlling the following characteristic. 

display_errors = off 

log_errors = on 

We can also work messages prepared in advance 

in order to   appear for the user in case any error 

may occur. 

<? Php 

$ cat = intval ($ _GET ['cat']); 
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$ sql = "select * from category where id_cat =". $ 

cat; 

$ q = mysql_query ($ sql) or die (" Unable to exe-

cute the query because of erroneous input "); 

?> 

We also note that the above-mentioned function   

of Die has been used to display a message when 

there is an error in the implementation of the      

query. 

We can also use the @ sign before the name of 

the function to avoid the appearance of error   

messages. 

Encoding Passwords Using More Than One-Way 

Function. 

Encrypting passwords in the database using     

unidirectional encryption as follows, 

If the encryption function here is by using md5,  

The decryption is not impossible. But when we 

encrypt the password using the overlapping en-

cryption, the encryption would be very strong. 

Example:encryption password by more than func-

tion is as follows: 

<?php 

$pass=sha1(mysql_real_escape_string(strip_tags(

$_POST['pass']))); 

echo "Leve 1 : ",$pass,"<br>"; 

$pass=sha1($pass); 

echo "Leve 2 : ",$pass,"<br>"; 

$pass=md5($pass); 

echo "Leve 3 : ",$pass,"<br>"; 

echo "Leve 4 : ",md5(sha1(sha1(mysql_real_esca

pe_string(strip_tags(($_POST['pass'])))))),"<br>"; 

?> 

In this way we have made the password encryp-

tion as difficult as possible and the more the mul-

tiplicity of levels of encryption the more difficult 

the decryption is. 

For example: if we encrypt (muneer), the pass-

word encryption levels will be as follows: 

Level1: 

1c2c0fef3c4f1b85f97db36724a08eb291ce6d84 

Level2: 

07e1bdb71b98487a181245275efaff2e1be89052 

Level3: e1aaf499a7be62f4a5aa586801906470 

Level4: e1aaf499a7be62f4a5aa586801906470 

As we have seen above, the password encryption 

has become strong. If the penetrator tries to de-

code this code 

e1aaf499a7be62f4a5aa586801906470, it will ap-

pear for him after a huge effort as follows: 

07e1bdb71b98487a181245275efaff2e1be89052 

Thus, this is not the decoding of the encryption 

and so we have increased the difficulty of decryp-

tion. If the penetrator arrived to the database and 

got the password, there will be several       levels 

of difficulty ahead. 

 Hiding Of Variables That Appear In URL 

As we have seen previously, SQL injection is 

passed through the URL addresses so that we can 

hide the variables that are passed by titles by con-

cealing links and converting them into html by 
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Mod rewriter in order to limit the penetration site 

via a URL. 

Using the file: we can perform this by using         

Htaccess.  The code will be as follows: 

URL Rewriting with PHP 

http://www.apache.org/BookDetails.pl?id=5 

You could provide a filter which accepts URLs 

such as http://www.apache.org/Book/page5.html 

The following is what needs to go into your        

htaccess file to accomplish that: 

Rewrite Engine on.RewriteRule ^ 

Book/page([09]+)\.*(html*)$BookDetails.pl?id=s

1 

Note: to activate this characteristic, we must go to 

the file httpd.conf,and #LoadModulere-

write_module   modules/mod_rewrite.so 

We remove # sign and it becomes in this form: 

LoadModulere-

write_modulemodules/mod_rewrite.so 

Hence, the feature is activated. 

Note: Must be enabled Mod_rewrite. 

LoadModulere-

write_modulemodules/mod_rewrite. 

Put A Fire Wall On The Control Panel Folders 

To protect the folders, we must first logon the 

control panel of the site through C Panel. 

http://www.website.com/cpanel 

Figure 3 shows protect folders Control Panel. 

Password Protected Administration (Htpasswd) 

 

Figure 3, Login Control Panel. 

We write the username and the password and then 

click on login which has in previous figure3. 

The control panel appears as figure 4. 

 

Figure 4, Protected Directory 
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From the previous window we click on Password 

Protect Directories to appear as shown in the fol-

lowing figure: 

 

Figure 5. Password protect Directories  

From the previous window we click on the name 

of the folder that we want to protect for, example 

the folder Admin, to appear the window as shown 

in figure 6: 

 

Figure 6. Protected directory  

From the previous window, we write the name of 

the folder that we want to protect and then click 

on Save.  

 

Figure 7, Add or Modify Authorized User 

From the previous (figure 7), we create a user 

name and a password, and then we click on the 

button Add /modify  authorized user for protect-

ing the folder of management with a password 

.When you attempt to access the Management 

folder , the  firewall window appears as following    

figure : 

http://www.website.com/admin 

 

Figure 8, Access to the Management Folders 

We have thus put a firewall on the control panel 

of management to ensure that access to the Man-

agement folder is not easy. Also, we would better  

choose an uncommon name for Management 

folder , that is ,we  change the management folder 

http://www.website.com/admin
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name  to numbers and  names  which are  difficult 

for the hackers to guess . 

 Change Paths and Names of Folders Control Panel 

Methods of protection task are to change the 

names of folders and paths to the control panel so 

that it is difficult for the hacker to guess them. We 

should not give the Management folder names 

that are commonly known. Such as Administrator, 

Admin, manager, user, control, login, log, Cpanel, 

panel, 

We must give them names that are unknown and 

difficult to guess by hacker programs that are used 

in the process of guessing For example, we can 

name the Management folder as d3xcs08e better 

than to give it the name Admin. After giving it an 

unknown name, we should also protect it with a 

firewall. It is also better to create folder names for 

known names to the control panel. Such as admin 

and  administrator and make these folders  empty 

and set up the firewall so as to delude the penetra-

tor that this is the control panel so as not try to 

search for the real folder of the Control Panel. 

Prohibition of Visitors Who Pass On Codes of       

Injection Queries 

Useful ways to prevent the hacker from targeting 

a site is blocking the site when the error message 

of the prevention of injection process appears. We 

record the IP address of the visitor that caused the 

error and when the error is repeated more than 

twice or three times. For example, we block the 

site for the visitor for an hour so as to avoid the   

process experience injection thread by hackers. 

This is an effective way to prevent the pirates 

from trying to experiment on the target site. 

 Web Vulnerability Scanner 

Vulnerability Scanner scans your web application 

for vulnerabilities. We used a program called 

Acunetix vulnerability scanner to scan the web 

application in a way as to show all kinds of gaps 

(see figure 8).This helped us to discover the dan-

gerous gaps by which the hackers get an unau-

thentic access to the backend databases. There-

fore, we can make protection for such applica-

tions. The program can be used this way easily: 

Open Web application and click ―Scan Site" for 

whole site scanning or "Scan URL" only for cur-

rent URL. 

 

Figure 9, Web Vulnerability Scanner 

Conclusions and Recommendations 

This section includes the most important conclu-

sions of this research. 

In this research, we found that the intrusion pro-

tection requires a re-examination of the site, and 

programming to address the gaps in it. Moreover, 
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it is found that developing several levels of pro-

tection on the website is required even if the first 

level exceeded breach collide at the second level 

and so on .In this research, we found that choos-

ing a hosting company, which provides powerful 

means of protection on the part of the server is 

important, in addition the level of security at the 

sites needs to be improved after the addition of the 

levels of protection mentioned in this research. 

There are many gaps that were not mentioned in 

this research so it is not sufficient to address the 

gaps mentioned, but you should search the rest of 

gaps and address them. 

 Means of protection that have been mentioned in 

this research are not considered as 100% efficient 

for protection because there is no 100% protec-

tion. The field is broad and it is pirated everyday 

so we must always search for the latest attacks 

and innovate new means of defense to make it   

more difficult to be hacked. Finally, detecting and 

blocking attacks against known vulnerabilities is 

required. The knowledge base of exploitable 

weaknesses in the application must be frequently 

updated 
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Abstract 

With the vast and rapid growing of information technologies, the use of 

mobile computing has increased dramatically. This led to the emergence 

of concerns related to information security, customers’ privacy, guiding 

laws, and lack of trust in using mobile services. This study will investi-

gate the issues related to trust in mobile computing and its impact on us-

ers of mobile devices. The results demonstrated that both privacy and se-

curity are essential issues that affect users' trust and hence, the adoption 

process. Results also indicated that an adequate legal framework that 

governs security issues needs to be developed and enforced in mobile 

computing and business environments. The detailed results of this study 

are reported with conclusions at the end. 
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1. Introduction 

Mobile technology has grown significantly over 

the past few years. A wide range of mobile tech-

nologies became available for users like smart 

phones, tablets (PCs), notebooks and laptops. Two 

important phenomena emerged: First, great com-

puting power of Smart phones along with its place 

convenience. Such feature encourages the devel-

opment of many new mobile applications offered 

to users online via the app store. The second phe-

nomenon is the spread of malware, which is in-

creasingly deployed to extracting users‘ data. 

Nevertheless, effective mechanisms of defense are 

developed against malware because of the com-

plexity of m-applications and their operating sys-

tem (Santos, 2013). Using open networks such as 

the Internet environment, issues concerning trust 

and security become critical. The physical view of 

the network vs. the distributed nature and the user 

authentication concept to the domain is becoming 

more important. Kagal (2001) asserted that with 

the growing complexity of mobile devices in the 

modern era, the security of such devices (in the 

presence of countless attacks) is becoming the 

main issue. The majority of mobile phones are 

still not guaranteed against the existing and 

emerging security threats. Regardless of its na-

ture, security attacks on mobile devices aim main-

ly at causing a system malfunction or leak of per-

sonal information (Mal-Sarkar & Bhunia, 2010).  

Mobile computing provides users with a platform 

of information management system that is free 

from temporal and spatial constraints. Freedom 

from these restrictions allows users to access and 

process required information from any place and 

at any state (mobile or static). PCSs are connected 

to the Public Switched Telephone Network 

(PSTN) to provide access to wired phones (Ku-

mar, 2004). Users of smart environment demand-

ed solutions to be trustworthy, private, and secure. 

Security defines the techniques of cryptography 

utilized to secure required data and communica-

tion channels. Privacy is related to the risks in-

volved in exposing personal information when 

interacting with ISs. Based on that, users‘ trust is 

defined in terms of users‘ allowed level of control 

on the quantity of information that could be dis-

closed, and the calculated risks or anticipated 

benefits that would stimulate users to share their 

information during such interactions (Nixon et al., 

2004). 

The general theory of confidence in computers 

and humans networks should be built on computa-

tional trust theory or behavioral trust theory. The-

se theories depend on the increased people partic-

ipation in the protocols of socio-economic and 

social networking. The effective participation of 

users in the protocols depends mainly on trust. 

Strict on-line protocol compliance verification is 

often not practical, where verification can cause 

user‘s inconvenience. Confidence is captured 

through the preferences of participants (such as 

betrayal aversion or risk), and their beliefs in the 

credibility of the participants in another protocol 

(Gligor, 2011). 
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2. Literature Review 

The convergence between mobile computing and 

the Internet allows personalized access to online 

services anytime and anywhere. Such feature cre-

ates great opportunities for new business models 

that stimulate rapid innovation and vigorous in-

vestment. Unfortunately, such innovation produc-

es also new threats and vulnerabilities, and the 

new business models also generate incentives for 

more attacks. The growth in mobile service and 

use of the Internet would face painful setbacks 

due to the unequal security measures and new 

emerging threats. The main factors to identity 

management sustainable development in online 

communities and markets were trust and security 

(Josang, 2013). 

2.1 Mobile Computing Environment 

Handheld devices, such as smart phones, are be-

coming an increasingly essential part of human 

lives for communication, where their most con-

venient and effective benefit is that they are not 

bounded by place and time. Mobile users can ben-

efit from diverse mobile applications like: Google 

Apps, iPhone apps, etc. With the rapid advance-

ments in Mobile Computing (MC), there is a 

strong tendency to benefit from such phenomenon 

when joined by information technology. But, mo-

bile devices face many challenges like its storage, 

bandwidth, battery life, and communication issues 

like security and mobility (Dinh et al, 2011). 

At present, most of institutions utilized mobile 

devices at work to facilitate the services they pro-

vide and products they sell. Mobility enables em-

ployees to take their work with them wherever 

they go, including company proprietary infor-

mation, sensitive customer data and intellectual 

capital data. Mobile devices enable employees to 

perform what they need to do, wherever and 

whenever they want. People could cooperate and 

collaborate in the field with business partners, 

customers, patients or students. Employees work-

ing in the field require data support for their trans-

actions and processes like documents, Internet, or 

applications (Archer et al., 2012). Employees can 

access corporate resources using their mobile de-

vices to increase their productivity and flexibility. 

But if their mobile devices are exploited or vul-

nerable, they become a source for leaking or cor-

rupting crucial business information. Such benefit 

(company mobility initiatives) comes with cost; 

mainly risking the resources needed to manage the 

devices that contain the data and secure corporate 

data (Ro, 2012). 

Data availability and increased connectivity pro-

vide new models for conducting business, but cre-

ate new security risks. For instance, to simplify 

financial transactions, the organization may want 

to allow business partners or customers some ac-

cessibility to certain local resources. The institu-

tion should develop company policies outlining 

the privileges of extranet accessibility. Such rela-

tionship brings trust to the front page. Trust re-

quires a repetitive detection of credentials among 

the two parties in order to build the needed level 

of confidence to complete any transaction (Wins-
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lett & Yu, 2001). Finally, improvements in MC 

device storage and power capabilities make the 

physical damage much more harmful to the organ-

ization. Additionally, they become attractive to 

profit-motivated cyber criminals (Robb, 2009). 

Mobile phone users are divulging more infor-

mation on their behavior and location on the basis 

of site data created when using their mobile de-

vices. In criminal cases, law enforcement parties 

can access site data to help solve crimes; this con-

firms how data can be revealed in identifying pat-

terns of individuals‘ behavior (Syme, 2009). 

Mobility causes unplanned interactions among 

computer systems that are used by people to reach 

services in diverse environments. Before any 

transaction between two systems, systems must 

trust each other and satisfy the requirements of 

privacy and security (Caceres & Sailer, 2006). 

Mobile payment (M-payment) allows easy pay-

ment, thus, it has received considerable attention 

and became an important complement to the tradi-

tional payment methods. Nevertheless, m-

payment via open networks makes security chal-

lenges more potent (Alafeef et al., 2013). Alt-

hough much research has addressed security is-

sues, still some security problems are not well re-

solved. An example is the problems of platform 

integrity and the protection of user‘s privacy. Au-

thors have proposed public wage structure with 

trusted computing (TC) technologies to secure the 

m-payment transactions. Using simple infrastruc-

ture of mobile payment, a study presented a solu-

tion to protect the integrity of the platform, secure 

the payment software download, secure payment 

transactions, and protect application initialization 

(Zhong et al, 2009).  

Huge market for mobile applications to serve e-

commerce across the world is booming. Neverthe-

less, the demand for these services was challenged 

by privacy and security concerns of end users. 

The limited memory, limited processing of mobile 

devices, and its dependence on wireless channels 

made it inherently unreliable and left a little room 

for a layer of reliable security measures (Chatur-

vedi et al., 2013). 

2.2 Trust and mobile computing 

The risks associated with mobile computing are 

increasing, where mechanisms, policies, and 

models are developed to assess the credibility of 

such service to each involved party. Trust for-

mation depends on the reputation of the other par-

ty involved, recommendations from other users, 

or previous experience. Trust management allows 

for the recommendation of a service provider who 

is most probably to offer the necessary service 

whenever users are faced with a number of ser-

vice providers who are not previously known 

(Seigneur, 2005). 

People are increasingly saving more personal in-

formation on their mobile devices which increases 

the risk of losing such data or exposing it to un-

wanted people. The concerns of privacy and secu-

rity in MC environment could be seen from dif-

ferent views including applications, user interfac-

es, databases, networks, operating systems and 

hardware (Khiabani et al., 2009). Threats against 
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mobile devices are much more severe than con-

ventional malware; mobile devices usually carry 

personal data more than desktop computers. Users 

may think that because they are carrying their 

mobiles constantly, they are securing them. But 

the physical control over the device does not nec-

essarily guarantee the safe control of its content. 

Users have false security sense, which would lead 

them to a misleading confidence in such devices 

(Dagon et al., 2004). Mobile devices were devel-

oped to be lightweight and small, making it highly 

portable. Thus, they were susceptible to theft and 

loss. Mobile Devices could be protected through 

the use of smart cards and passwords. The types 

of trust in mobile devices reported in the literature 

are: trust of undercover-agent, trust of captured-

agent, and trust of personal-agent (Mavridis & 

Pangalos, 2002). 

Trust is an important factors influencing people‘s 

adoption of any technology (Yan et al. 2009; Abu-

Shanab, 2014; Khasawneh et al., 2013). Trust is 

the affirmative belief around the reliability, de-

pendability and confidence in the process, object 

and persons related to MC services. When users 

are conducting transactions through mobile net-

works they are not likely to know the identity of 

service providers. In addition, mobile services 

collect information about users and their use be-

havior. Such process is bounded with ethical di-

mensions that require more attention, particularly 

ensuring user‘s privacy (Kaasinen, 2005). 

Trust in electronic transactions is developed by 

the "Trusted Computing Group" (TCG), which 

aims at imposing trustworthy conduct over com-

puting platforms. The software chain consists of 

'good software' like scanners for viruses. Such ap-

plications try to eliminate and identify harmful 

programs. The techniques suggested by "Trusted 

Computing Group" are concentrated around 

"Trusted Platform Module" (TPM). The TPM 

chip is connected to the Central Processing Unit-

CPU and offers isolated storage for the keys of 

encryption and the 16 PCR "Platform Configura-

tion Registers" (Lyle & Martin, 2010). When 

people use their computers they tacitly assume 

that their machines don‘t include malware, like 

keystroke logger, and are not manipulated with. 

Such assumption is realistic because the unauthor-

ized physical access to device is prohibited. For 

the vision of ISR (Internet Suspend/Resume), us-

ers should be capable of rapidly establish identical 

level of confidence in devices that do not manage 

or own. To tackle this problem, the Trust-Sniffer 

is created; a tool that assists users to gradually 

gain trust in un-trusted machines (Surie et al., 

2007).  

There are many behavioral and technical factors 

that influence the deployment and design of mo-

bile applications. Trust is one of the main factors. 

In a study on confidence in an assortment of tech-

nology-based subjects like virtual teams and e-

business, evidence is found that there is a need to 

ample trust for deployment of different computing 

environments. Consequently, it is also likely that 

confidence will be an important element in 

achieving successful deployment of computing 
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environments everywhere (Valacich, 2003).  Trust 

management or trust models within mobile envi-

ronment need to extract standards for user‘s trust 

in various contexts, user‘s decision, feedback dis-

semination, and user‘s experience in trust or dis-

trust. Nevertheless heterogeneity, uncertainty, and 

mobility of the mobile computing environment 

makes confidence management more complex, 

where users are becoming more undetermined, 

volatile, and mobile. The study suggested the 

model of distributed trust in the environment of 

mobile computing based on a range of useful 

notes about conduct of user (Wu, 2013). 

2.3 Solutions for trust issues 

Trusted computing is expected to behave as ex-

pected by users. TCG promotes open standards to 

hardware enabled security technologies and trust-

ed computing including software interfaces and 

across multiple devices, peripherals and plat-

forms. It deploys a specified technology that ena-

bles computing environments to become more 

secure without affecting individual rights, func-

tional privacy or integrity (Yan, 2007). 

Kagal et al. (2002), suggested a solution for trust 

issues based on the management of distributed 

trust which includes thinking about the access 

rights of users, revoking rights, delegating trust to 

other parties, and developing security policy. The 

study depicted the infrastructure that supplement 

the existing features of security such as "Role 

Based Access Control" and "Public Key Infra-

structure" (PKI) augmented by management of 

distributed trust to supply a high degree of flexi-

bility for security in a widespread computing en-

vironment. 

Security and trust issues were main factors in the 

deployment of cloudlet. The thick "Virtual Ma-

chine" VM boundary isolates a cloudlet from pro-

grams implemented by malicious or careless us-

ers. Nevertheless, a user‘s trust in the integrity of 

the infrastructure Cloudlet rests on assumptions 

that are more fragile. For instance, a malicious 

VMM can skillfully implement distortion of trans-

lation within the VM and consequently subvert a 

significant business deal without user being aware 

of harm (Satyanarayanan et al., 2009). The advent 

of deployed computing systems like Internet Re-

sume/Suspend has facilitated the access to the 

personalized computing field of users through 

layers of "Virtual Machine" technology at the 

head of distributed storage. This model suffered 

from several challenges like establishing trust in 

unmanaged devices that users can access, and 

eventually migrating "Virtual Machine" (VM) 

state through networks of low-bandwidth (Surie, 

2007). 

2.4 Privacy issues in mobile computing 

Social networks are becoming more and more im-

portant as a popular platform for social interaction 

and communication between millions of users. 

Nevertheless, these systems pay little attention to 

the concerns of privacy and security associated 

with revealing friendship information and person-

al social networking behaviors (Beach et al., 

2009). The protection of privacy through tech-

niques of automatic anonymity is not bearable in 
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which data richness and research value can be 

maintained at the same time. Trusted researchers 

are allowed to work with Lausanne Data Collec-

tion Campaign (LDCC) after accepting in written 

format to respect privacy and anonymity of the 

participants volunteering in LDCC (Laurila et al, 

2012). 

Policies related to privacy are confidence-based 

mechanisms that prescribe specific uses from lo-

cation information. While regulations intend to 

provide group-based and global privacy guaran-

tees, privacy policies intend to provide privacy 

protection that is elastic enough to adapt to the 

individual user‘s requirements and individual 

transactions. There are three key initiatives cur-

rently underway that described few methods to 

handle privacy issues and they are: Internet Engi-

neering Task Force (IETF), GeoPriv, World Wide 

Web Consortium (W3C), Privacy Preferences 

Project (P3P), and Personal Digital Rights Man-

agement (PDRM) (Duckham & Kulik, 2005). In 

successful attacks on privacy, certain party gets 

unauthorized information. Persons can consent 

that certain information about them can be availa-

ble for others, and other information should re-

main private. The key concern of privacy with 

respect to ubiquitous computing is that several 

vectors of automated attack become possible 

(Brandi & Rosteck, 2006). 

2.5 Security issues in mobile computing  

Privacy and security are explored in most cases 

together when dealing with their importance to 

users and in mobile environment (Abu-Shanab & 

Ghaleb, 2012). Mobile cloud is combining cloud 

computing and mobile networks concepts. In mo-

bile cloud computing the main challenges facing 

cloud services are performance, availability and 

security. Security of cloud computing is always 

the major factor and is ranked as a top priority for 

users and developers (Bahar et al., 2013; Sinjilawi 

et al. 2014). Cloud providers, mobile user, and 

other parties were all concerned about confidence. 

Basically confidence propensity is a personal trait. 

The reputation of service provider influences the 

level of confidence between the cloud and its cli-

ents. Standards required in the establishment of 

trust are the following: Security, privacy, robust-

ness, stability, reliability, and elasticity (Sanaei et 

al, 2012). 

Mobile cloud computing brings many advantages 

to hardware with minimum resources; benefits 

that lead to developing applications with rich 

functionality. Security issues in mobile cloud 

computing could be categorized into two major 

categories: cloud threats and mobile threats. The 

key purpose of these threats is to exploit the re-

sources of mobile device or steal personal data 

(like location, calendar, contact database and 

passwords) (Popa et al, 2013). 

Establishing applications on customized infra-

structure rather than establishing applications on 

rigid and fixed infrastructure is offered by cloud 

computing. By tapping into the cloud, organiza-

tions benefit from adequate infrastructure re-

sources and business applications with reduced 

capital expenditure (CAPEX). The cloud carries 
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large size of information from enterprises and in-

dividuals, where security becomes more important 

(Ko et al, 2012). Security is associated with dis-

tribution, scale, concurrency, and multi-tenancy. 

Direct concerns originate from aspects like lack of 

control on code and data distribution at distributed 

infrastructures, and the loss of potential data. Al-

so, the indirect issues originating from offering 

unlimited computational resources virtually to us-

ers raise the issue of trust by users (Kovachev, 

2010). 

3. Research Methodology and Results 

3.1 Research model and hypotheses 

This research explored the research queries using 

two samples. The first sample filled a question-

naire exploring the descriptive of the items of sur-

vey. The second sample was used for the purpose 

of testing the model. The aim of the second sam-

ple is to investigate the main factors that influence 

the level of trust in mobile computing. Research 

model shown in Figure 1 depicts our premise in 

this study, where we hypothesize that security, 

privacy and legal framework will influence users 

trust in mobile computing. Similar premise was 

proposed by Al-sharafi et al., (2015), but in Inter-

net banking area. 

 

 

Figure 1: The research model 

The third factor proposed in this study is the legal 

framework, where previous research emphasized 

on the role of legal framework in defining the 

risks associated with technology (Abu-Shanab, 

2012). This factor is not well researched and is 

considered a major contribution of this area. The 

following hypothesis is stated:  

H3: Legal framework existence will 

have a significant influence on 

Trust in Mobile computing. 

The first sample: The developed survey was dis-

tributed to students in a public university in the 

Northern part of Jordan. The questionnaire fo-

cused on issues like: the existence of effective 

programs that cover privacy and trust in mobile 

computing, the effect of raising awareness to elec-

tronic security in mobile computing, and the ex-

istence of laws that protect privacy issues related 

mobile computing. 

The questionnaire used utilized a 5 point Likert 

scale where 1 indicated a total disagreement, and 

5 indicated a total agreement with the statements 

posted. The items covering the influence of priva-

cy on trust were 5 as shown in Table 1. Similarly, 

5 items measured security, 5 items measured legal 

framework, and 5 items measured the level of 
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trust. The total sample size was 30, which is not 

adequate for relational statistical analysis, but 

benefited from the high awareness of graduate 

students where they might be considered experts 

in the domain. Research indicated that education 

level is a strong influencer of such domain (Abu-

Shanab, 2011). 

The second sample: The same items were used in 

a second survey distributed after 6 months (based 

on the inadequacy of the first sample) but utilizing 

a 7 point Likert scale where 1 indicated a total 

disagreement and 7 indicated a total agreement 

with the statements posted. The total second sam-

ple size was 99 students, with 68 females (68.7%) 

and 31 males (31.3%).  

 

Table 1: Survey items 

Privacy items 

P1 The use of mobile computing could reduce privacy. 

P2 Information exchanged among mobile computing devices has the necessary privacy. 

P3 The existence of effective programs that provide privacy when using mobile computing increases trust 

P4 Supplying users with the methods necessary to protect privacy increases trust in mobile computing. 

P5 The most important reasons for distrust in mobile computing is the lack of privacy 

Security items 

S1 
The exchange of expertise in scientific and technological knowledge related to information security increases trust in mo-

bile computing. 

S2 The use of mobile computing might reduce information security. 

S3 Providing the means of protection necessary to maintain security of information increases trust in mobile computing. 

S4 The most important reason for distrust in mobile computing is the lack of security 

S5 The awareness of electronic security could reduce IT crimes and increase trust in mobile computing . 

Legal framework items 

L1 The existence of adequate legal framework protects privacy and increases trust in mobile computing. 

L2 The existence of adequate legal framework supports security and increases trust in mobile computing. 

L3 
The existence of adequate legal framework that punishes people who use mobile computing illegally will increase trust in 

mobile computing. 

L4 Trust in mobile computing is related to adequate legal framework 

L5 Legal framework has significant influence on mobile computing privacy and security issues 

Trust items 

T1 Awareness of mobile computing threats and how to avoid them increases confidence in mobile computing 

T2 Trust in mobile computing is affected by privacy degree. 

T3 Trust in mobile computing is affected by security 

T4 Trust in mobile computing is affected by legal issues 

T5 Trust in mobile computing leads to increasing its use. 

 

 

3.2 Data results and hypotheses testing 

 

This study depended on experts opinion regarding 

issues related to mobile computing security. In 

The previously mentioned questionnaire was dis-

tributed to 30 graduate students studying in a pub-

lic university in Jordan. 53.3% of respondents 

were males, while 46.7% were females. Table 2 

lists the frequencies of each item and the distribu-

tion of items in relation to the survey items men-

tioned in Table 1.  
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Table 2:  Distribution of responses according to all survey items  

Privacy Scale 
Privacy item 1 Privacy item 2 Privacy item 3 Privacy item 4 Privacy item 5 

Freq. % Freq. % Freq. % Freq. % Freq. % 

Strongly Disagree 1 3.3 3 10 4 13.3 1 3.3 5 16.7 

Disagree 6 20 9 30 4 13.3 2 6.7 3 10 

Neutral 7 23.3 4 13.3 4 13.3 3 10 4 13.3 

Agree 14 46.7 11 36.7 9 30 11 36.7 12 40 

Strongly Agree 2 6.7 3 10 9 30 13 43.3 6 20 

Total 30 100 30 100 30 100 30 100 30 100 

Security Scale 
Security item 1 Security item 2 Security item 3 Security item 4 Security item 5 

Freq. % Freq. % Freq. % Freq. % Freq. % 

Strongly Disagree 0 0 2 6.7 2 6.7 4 13.3 1 3.3 

Disagree 4 13.3 4 13.3 7 23.3 4 13.3 2 6.7 

Neutral 3 10 3 10 0 0 0 13.3 1 3.3 

Agree 15 50 11 36.7 10 33.3 13 43.3 12 40 

Strongly Agree 8 26.7 10 33.3 11 36.7 9 30 14 46.7 

Total 30 100 30 100 30 100 30 100 30 100 

Legal Scale 
Legal item 1 Legal item 2 Legal item 3 Legal item 4 Legal item 5 

Freq. % Freq. % Freq. % Freq. % Freq. % 

Strongly Disagree 0 0 0 0 2 6.7 2 6.7 1 3.3 

Disagree 2 6.7 1 3.3 1 3.3 1 3.3 1 3.3 

Neutral 2 6.7 2 6.7 2 6.7 0 0 3 10 

Agree 15 50 15 50 15 50 13 43.3 12 40 

Strongly Agree 11 36.7 12 40 10 33.3 14 46.7 13 43.33 

Total 30 100 30 100 30 100 30 100 30 100 

Trust Scale 
Trust item 1 Trust item 2 Trust item 3 Trust item 4 Trust item 5 

Freq. % Freq. % Freq. % Freq. % Freq. % 

Strongly Disagree 0 0 2 6.7 1 3.3 0 0 3 10 

Disagree 1 3.3 1 3.3 1 3.3 1 3.3 2 6.7 

Neutral 4 13.3 8 26.7 7 23.3 5 23.3 8 26.7 

Agree 13 43.3 12 40 15 50 15 50 15 50 

Strongly Agree 12 40 7 23.3 6 20 9 30 2 6.7 

Total 30 100 30 100 30 100 30 100 30 100 

The first step done on the second sample was to 

estimate the bivariate correlations between the 

variables and the means and standard deviation of 

each variable.  Results are shown in Table 3 be-

low. The results indicated a high perceived mean 

of each variable (all above 5). Also, a significant 

correlation was estimated between the variables 

and with an alpha value < 0.01. Finally, such re-

sult indicates that all three variables are important 

in influencing trust. 

 

Table 3: Bivariate Pearson’s correlations and the means and standard deviations 

  Privacy Security Legal Trust Mean Stand. Dev. 

Privacy 1       6.2843 1.01568 

Security .661
**

 1     5.8530 0.98470 

Legal .520
**

 .553
**

 1   5.7455 1.18729 

Trust in Mobile Computing .579
**

 .565
**

 .606
**

 1 5.6051 1.26145 

**. Correlation is significant at the 0.01 level (2-tailed).   

 

To test the hypotheses and the proposed research 

model we conducted a multiple regression test 

that regressed the three independent variables on 

trust in mobile computing. Based on that, the re-

sults indicated a significant model with an R
2
 = 
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0.481, with an F3,95 = 29.332, p<0.001. Such re-

sult indicates that the model explains 48.1% of the 

variance in trust in mobile computing. Finally, to 

know the influence of each variable on trust, the 

regression coefficient table shows such result. The 

results shown in Table 4 indicate a significant in-

fluence by privacy and legal framework, but not 

security.  

 

 

Table 4: The regression coefficient table 

 

 Variables Unstandardized Coefficients Standardized Coef-

ficients 

t Sig. 

B Std. Error Beta 

(Constant) -0.100 0.637  -0.157 0.876 

Privacy 0.330 0.126 0.266 2.615 0.010 

Security 0.240 0.133 0.187 1.799 0.075 

Legal 0.387 0.097 0.365 3.982 0.000 

 Dependent Variable: Trust 

4. Conclusion and Future Works 

This research aimed at investigating the factors 

affecting user‘s trust in mobile computing envi-

ronment. Two samples were used to explore the 

issues related to the research model proposed. A 

survey covering four dimensions was distributed 

among 30 graduate students (experts). The dimen-

sions are: privacy, security, legal framework, and 

trust. Results demonstrated that both privacy and 

security are essential issues that affect users' trust 

to adopt and use mobile computing.  

The use of mobile computing may also result in 

decreasing the security level for the transferred 

data; so users must be aware of the probable risks 

and threats that may occur in this environment. 

There must be also an adequate legal framework 

governing security issues to reliably transfer data 

in mobile computing environments. It can be also 

concluded that the exchange of the experiences 

between concerned authorities will result in im-

proving the level of security and thus increase 

trust and the adoption of this technology. Future 

work is required to comprehensively explore the 

four dimensions and expand the sample size.  

Furthermore, the same items but utilizing a wider 

scale (7 points Likert scale) and a different sample 

(99 bachelor students) was used to explore the 

relationships shown in the research model. Results 

indicated that 48.1% of the variance in trust can 

be explained by the data collected and by using 

privacy and the legal framework. The security 

factor did not predict trust as hypothesized. This 

result supports hypotheses H1 & H3, and failed to 

support H2.  

This study drives researchers‘ attention to explore 

more the dimensions of security to understand 

why they did not compete well in the model. Also, 

our model supported the importance of the legal 

framework that covers mobile computing issues. 

This study suffered from the sample size in the 

first stage, where statistical analysis was not valid. 
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Also, using students in the second sample risks 

the generalizability of our conclusions. 
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