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The Internet of Things (IoT) promises to offer a revolutionary, fully
connected “smart” world. Yet the challenges associated with [oT need
to be considered and addressed for the benefit of individuals, society,
and the economy to be realized.

This paper presents development challenges of the IoT in Yemen such
as availability of internet at everywhere and at reasonable cost, short-
age of IPv4 addresses and transition to IPv6, power supply for sensors,
acceptability among the society, and finally security and privacy pro-
tection. Solutions to these challenges were devised.

The data for this study was collected through an online questionnaire
that was focusing on the Yemeni specialists in the field of computer
and information technology to determine their degree of agreement on
challenges and solutions. The results showed that the degree of agree-
ment was high. Based on our results the challenges and solutions were

arranged according to the respondents’ point of view.
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1.Introduction

IoT is a new step in technological progress, new
stage for the development of the Internet [1], and
provides great opportunities to be connected with
the virtual world.

‘IoT allows people and things to be connected
anytime, anyplace with anything and anyone,
ideally using any path/network and any service'.
[2]

IoT enhances the collection, analysis, and distri-
bution of data, which can be transformed into all
kinds of receivers.

The main reasons behind this interest of 10T are
the capabilities that it offers.

It promises to create the world around us where
everything will be connected to each other via
Internet and with minimum human intervention
[1].

In recent time, an enormous amount of research,
and development works are carried out in differ-
ent parts of the world to make IoT feasible. The
main application domains for the IoT are illus-
trated in Figure 1.

Internet of
things

Figl. Internet of things application domains
Cisco estimates that [oT will consist of 50 billion
devices connected to the Internet by 2020 [3].
The aim of IoT is to make our daily life easi-
er and smarter and to be applied in all areas of
life; such as industry, environmental monitoring,
healthcare, military, and management of cities.
Imagine the world where billions of objects can
communicate and share information. Data reg-

ularly collected, analyzed and used to initiate
action, providing intelligence for planning, man-
agement, and decision-making. This is the world
of the [oT, however, in Yemen, its scope develops
slowly.

The development of [oT is a step-by-step process,
IPv6 address space to make it possible to connect
unlimited number of devices with Internet [2].
There are many difficulties in the field of IoT
such as the problem of insufficient security, the
less-protection of personal information, the com-
plexity of communication, the variety of proto-
cols, the lack of common standards, issues of
power supply of connected devices, and the ac-
ceptability among the society [3], [4].

The broad scope of IoT challenges will not be
unique to industrialized countries, but also devel-
oping regions will need to respond and realize the
potential benefits of [oT.

In addition, the unique needs and challenges of
the implementation in underdeveloped regions
will need to be addressed, including infrastruc-
ture readiness, technical skill requirements, and
policy resources.

This paper presents the most important challeng-
es facing the IoT in Yemen currently; the main
challenges of IoT in Yemen can be summarized
as availability of internet at everywhere and at
reasonable cost, shortage of [Pv4 addresses and
transition to IPv6, Power supply for sensors, ac-
ceptability among the society, security and priva-
cy protection.

2. The Main Development Challenges

of IoT in Yemen Currently

2.1. Availability of Internet at Everywhere and
at Reasonable Cost

The success of the IoT depends on the availabil-
ity of the Internet and its spread everywhere [5].
In addition, the Internet should be available with
a reasonable cost; and this problem may not be
very easy to be solved in Yemen.

According to Internet Live Stats - Internet Us-
age & Social Media Statistics [6] the number of
Internet users in Yemen is still limited with ref-
erence to the population as not to exceed 25% of
the total population. Over 75% of the population
in Yemen is still unable to use internet (Figure 2).
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Fig2. Internet users and population statistics in Yemen
In order to make internet available, there is a
need for huge investment in providing infrastruc-
ture and resources.

2.2. Shortage of IPv4 Addresses, and Transi-

tion to IPv6

Currently in Yemen, using the internet protocol
(IPv4), IPv4 uses 32-bit (4-byte) addresses, [Pv4
has only 4.3 billion (232) possible [P-addresses,
IPv4 has been completely depleted by Feb 2011
[7]. Now in Yemen, the providers are using Net-
work Address Translation (NAT) as a solution to
IPv4 shortage.

Some hosts implement a level of security regard-
ing how many connections should be accepted
from another host and they do not respond if the
defined number of requests has been reached.
Hosts may decide that there is a load on them cre-
ated by robots, and would take measures to pro-
tect from such actions like completely block the
IP-address, or increase the intensity of the show
captcha.

The quality of access to the Internet for users will
be worse, and can break certain applications, or
make these applications more difficult to run. [8]
The development of IoT requires many new sen-
sors with new unique IP-addresses, NAT mech-
anisms limits the direct accessibility to IoT de-
vices, so transition to the IPv6 is very necessary.
IPv6 uses 128-bit (16-byte) addresses, so the new
address space supports approximately 340 unde-
cillion (2128) addresses [9].

Currently, the Ministry of Communications and
Information Technology is working for the tran-
sition to IPv6 [10]. IPv6 simplifies network man-
using automatic configuration. Also,

it provides new features enabling an easier con-
figuration of devices, data streaming compliance,
improved security, and effective peer-to-peer
connections avoiding NAT barriers [7], [9].

IPv6 has been designed to provide secure com-
munications for users and mobility for all devic-
es.

In areas of network protocol security, IPv6 con-
tains addressing and security control information,
i.e., [PSec to route packets through the Internet.
While in IPv4, IPSec is optional.

With IPv6, IPSec support is integrated into the
protocol design and connections can be secured
when communicating with other IPv6 devices.

IPSec provides data confidentiality, data integrity
and data authentication at the network layer. It
offers various security services at the IP layer and
above.

IPv6 is the most suitable technology for the IoT,
since it offers scalability, flexibility, tested, ex-
tended, ubiquitous, open, and end-to-end connec-
tivity [7].

Most sensor networks use wireless communica-
tions networks such as IPv6 Low Power Wireless
Personal Area Networks (6LoWPAN) [11], Blue-
tooth, Wi-Fi, WIMAX, 3G and 4G networks, and

a satellite network (e.g., GPS).

Sensor networks in IoT use communication pro-
tocols based on IP (e.g., [Pv6).

“IPv6-based solutions are key enablers for the
success of the IoT interoperability, acceptance
and integration” [7].
6LoWPAN is a key component in order to realize
the IP-based integration of constrained devices.
It is used in a multitude of projects, exploring a
wide range of use cases such as smart buildings,
smart environments, smart cities, etc.

In all cases, constrained devices forming 6LoW-
PAN networks are used to collect information
from the real world and this information is used to
generate intelligence and make the world around
us smarter [12].
6LoWPAN is a communication standard that al-
lows the low-power devices to communicate and
exchange data via IPv6 [13].

There are many benefits of using IP-based con-
nectivity to form the sensor access network [13]:
-IP connects easily to other IP networks without
the need for translation gateways or proxies.
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-IP networks allow the use of existing network
infrastructure.

-IP is open and free, with standards, process and
documents available to anyone.

6LoWPAN works on the IPv6 protocol suite
based on IEEE 802.15.4 standard. Hence, it
has the characteristics of low-cost, low-rate and
low-power deployment.

2.3. Power Supply for Sensors

Power consumption has the greatest challenge
for sensors.

Today, sensors need to be able to sustain longer
battery lifespan, especially in cases such as out-
door deployments, to shorten hardware mainte-
nance and to prevent breakdown of communica-
tion.

The most important factors for [oT power sourc-
esare [14]:

*Wireless, and smart self-charring capability.
*Environment friendly and cost-effective materi-
als.

*Flexible shape and small size.

*Enhancement in energy and power density.
*Longer lifetime.

Sensors must operate fully autonomously, as well
as continuously in order to fulfill the highly ben-
efit of IoT potentials. Batteries use to supply the
necessary energy required for sensor signal pro-
cessing and communication.

There is a need to use new types of rechargeable
batteries which are environment friendly.

The rechargeable batteries will need to be charged
from different renewable energy sources; wind
and solar energy.

The choice of wind energy may not be limited
for sensor nodes due to its initial investment and
availability of wind.

The development of new, efficient, and compact
batteries, as well as new energy generation devic-
es or energy harvesting will be the main power
source for IoT devices [15].

“Energy harvesting technologies [16] use power
generating elements such as solar cells, piezo-
electric elements, and thermoelectric elements
to convert light, vibration, and heat energy into
electricity, then use that electricity efficiently.”
These technologies will help in the growth of the
IoT.

2.4. Acceptability among the Society

Through interviews conducted by the research-
ers, it turned out most consumers are not ready to
use the [oT technology because they do not have
enough knowledge about it.

Most companies in Yemen consider that the tech-
nology is not mature, the infrastructure of com-
panies is not adequate, and IoT implementation
may be expensive.

There are also many concerns related to secu-
rity and privacy [17], some applications handle
sensitive information about people, such as their
location and movements, or their health and pur-
chasing preferences.

The researchers believe that trust in and accep-
tance of [oT will depend on the protection it pro-
vides to people’s privacy, and the levels of securi-
ty it guarantees to systems and processes.

2.5. Security and Privacy Protection
[oT raises important questions and introduces
new challenges for the security of systems, pro-
cesses and the privacy of individuals.
Privacy should be protected at the device, in stor-
age during communication and in the processing
which helps to protect the sensitive information.
To assure data confidentiality during the trans-
mission of data, the most common approach is
encryption.
To secure the information exchange in the 10T,
existing encryption technology needs to be care-
fully reviewed [18]. The encryption algorithms
need to be faster and less energy consuming.
Security at both the device and network is critical
to the operation of IoT.
This does not require the search for a solution
that does not yet exist or proposing a revolution-
ary approach to security, but rather an evolution
of measures that have proven successful in IT
networks, adapted to the challenges of [oT and to
the constraints of connected devices.
For privacy the situation is more serious, the het-
erogeneity and mobility of ‘things’ in the IoT will
add complexity to the situation.
Moreover, privacy-preserving technology is still
in early stages.

In the future, new standards and technologies
should address security and privacy features for
users, network, data and applications...
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3. Methodology

The data for this study was collected through an
Online questionnaire that was focusing on the
Yemeni specialists in the field of computer and
information technology.

The questionnaire was grouped thematically into
different subsections: personal data, development
challenges of the IoT in Yemen, and proposed
solutions to overcome the challenges successful-
ly.

3 point Likert scale is used to measure the re-
spondent’s degree of agreement or disagreement
with each statement.

The used scale is (Agree digitally represented by
3, Neutral digitally represented by 2, and Dis-
agree digitally represented by 1).

The survey was conducted in Arabic language,
but the questionnaire was translated for the anal-
ysis into English.

Our respondents were specialists in the field of
computer and information technology.

57 respondents participated in the survey; more
than (60 %) of the respondents were master and
PhD holders. The analyzed sample consisted of
57 respondents.

3.1 Research Goals

The research aims are:

1.Determine the main development challenges of
the IoT in Yemen currently.

2.Identify the solutions to overcome these chal-
lenges successfully.

3. Ordering the challenges and solutions accord-
ing to the respondents' point of view.

4. Results and analysis
The data were collected via a questionnaire. It
was quantitatively analyzed using the Statistical
Package for the Social Sciences (SPSS) software.
The data preparation process ensured that the
data set have no missing values and they didn't
distort significantly by the different opinions of
specific groups.
Outline and statistical results of the questionnaire
have been identified as interesting by:
1.determining if the scale is reliable.
2.ordering the challenges and proposed solutions
according to their means (showing the top results)
3.determining whether the sample mean is statis-
i ifferent from a midpoint.

4.conducting  significance
confidence level.

4.1 Reliability

Cronbach's alpha is the most common measure of
internal consistency ("reliability").

It is most commonly used when using multiple
Likert questions in a survey/questionnaire that
form a scale and in order to determine if the scale
is reliable [19].

Cronbach alpha values must meet the minimum
accepted criteria i.e above 0.6 in order to confirm
the consistency and reliability.

The Reliability Statistics table that provides the
actual value for Cronbach's alpha is shown in the
table below:

tests at  95%

Cronbach’s Cronbach’s Alpha Based | N of
Alpha on Standardized items Items
.621 .641 12

Table 1. Reliability Statistics
The value of the Cronbach’s alpha is 0.62, which
indicates acceptable level of internal consistency
for scale.

4.2 Descriptive statistics
The statistics of development challenges of the
IoT in Yemen currently are shown in table 2.

N Mean Std De-
viation
Statis- | Statis- | Std Statis-
tics tics Error | tics
Availability of 57 2.877 |.0564 |.4255
internet Every-
where and at
Reasonable Cost
Power Supply for |57 2.649 |[.0729 |.5507
sensor
Acceptability 57 2.526 |.0906 |.6841
among the So-
ciety
Shortage of IPV4 | 57 2.474 |.0906 |..6841
addresses
Transition from 57 2404 1.0997 |.7526
IPV4 to IPV6
Security and 57 2.386 [.1055 |.7963
Privacy
Valid N(listwise) |57

Table 2. The statistics of development challenges of the [oT
in Yemen currently
The challenges were ordered according to their
mean as illustrated in figure 3.
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The statistics of proposed solutions to overcome
the challenges successfully are shown in table 3.
N Mean Std De-
viation
Statis-
tics
1325

Sta- Std Error
tistics

2.992

Statis-
tics

Investment 57 0175
and providing
the necessary
resources to
improve the tele-
communications
infrastructure
and opening the
area of compe-
tition

Awareness of 57 2912 |.0378 2854

the field of
information se-
curity in society

Using new types | 57 2.860 |.0527 3981
of rechargeable
batteries friendly

to environment

increase the lev- | 57 2.860 | .0464 3504

el of technical
skills in society

Transition from |57 2.807 |.0527 3981

IPV4 to IPV6

Awareness of 57 2.754 1.0675 .5099
the importance
and benefits of

the IoT

Valid N(listwise) | 57

Table3. The statistics of  proposed solu-

mean as illustrated in figure 4.
30

P
2
15
1
0.
000

Invementend  Awarenessofthe  Using rewtypes of Increme the lavelof Transition from PV4  Awereness of the
prowidngthe  feldof information rechargeable  tachnical skils inthe: wiPVE Imporance and

=

]

=

recessay resouTes  sequniyinthe  bameriesfriendlio sodaty kenefits of the loT
o irprove the sodiety erwronment

telecommuni X ions

infrasructure and

openingThesres of

competiticn

Fig4. Ordering the solutions according to their mean

4.3 One sample T test

The one sample T test is used to test the statistical
difference between "the mean of the challenges
and solutions", and "the midpoint" (the midpoint
=2).

The null hypothesis (HO) and alternative hypoth-
esis (H1) of the one sample T test can be ex-
pressed as:

HO: p = x (the mean of the challenges and solu-
tions is equal to the midpoint).

H1: p # x (the mean of the challenges and solu-
tions is not equal to the midpoint).

Where p is the midpoint, and x is mean of the
challenges and solutions.

The data should include one continuous, numer-
ic variable (represented in a column) that will be
used in the analysis.

The variable 'means of C_S'used which a con-
tinuous variable representing means of the chal-
lenges and proposed solutions.

The 'means of C S' exhibit a range of values
from 2.39 to 2.98.

The result of the one-sample statistics and
one-sample test is shown in table 4 and table 5.

N Mean Std.De- | Std.
viation | Error
Mean
means_ 12 2.7076 21124 .06098
of C S

Table 4. One-sample statistics
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TestValue=2
t of | Sig(2- | Mean [ 95% Confi-
tailed | Differ- | dence internal
ence of Difference
Low- | Upper
er
means_ | 11.604 | 11 |.000 70758 | .5734 | .8418
of C S

Table 5. One-sample test

Since p < 0.001, we rejected the null hypothe-
sis i.e the mean of the challenges and solutions is
equal to the midpoint and conclude that the mean
of the challenges and solutions is significantly
different from the midpoint.

The mean of the challenges and solutions is about
0.71 greater than the midpoint.

5. Discussion

It is clear from the results of this work that the
degree of agreement is great; both for the devel-
opment challenges of the IoT in Yemen, and for
the proposed solutions to overcome them. The
challenges and proposed solutions to overcome
them can be summarized in the following table
(table 6).

Challenge

Overcome by

Availability of internet
at everywhere and at
reasonable cost.

Investment and providing the
necessary resources to
prove the telecommunications

im-

Transition from IPV4
to IPV6

infrastructure and opening the
area of competition.

Power supply for sen-
sors

Using new types of recharge-
able batteries which are envi-
ronment friendly.

Shortage of IPV4 ad-
dresses

Transition from IPV4 to IPV6

the society

Security and privacy | Awareness of the field of infor-
protection. mation security in the society
Acceptability among | -Awareness of the importance

and benefits of the IoT.
-Awareness of the field of in-
formation security in the soci-
ety.

-Increase the level of technical
skills in the society.

Table 6. The challenges and the proposed solutions

Challenge Overcome by Availability of internet
at everywhere and at reasonable cost.Investment
and providing the necessary resources to improve
the telecommunications infrastructure and open-
ing the area of competition.

iti m [PV4 to IPV6

Power supply for sensors Using new types of
rechargeable batteries which are environment
friendly.

Shortage of [IPV4 addresses Transition from [PV4
to IPV6

Security and privacy protection. Awareness of
the field of information security in the society
Acceptability among the society -
Awareness of the importance and benefits of the
IoT.

-Awareness of the field of information security in
the society.

-Increase the level of technical skills in the soci-
ety.

The following challenges: power supply for
sensors, and security and privacy protection are
common for all countries.

The acceptability among the society for the IoT
depends on the security and privacy protection.

6. Conclusion

This paper presented, the IoT as a technology
that will change the world to make it smarter.
The main aim of research is to identify the de-
velopment challenges of the IoT in Yemen cur-
rently, and propose solutions to overcome them
successfully. The empirical study aims to assess
the degree of agreement of Yemeni specialists in
the field of computer and information technology
about these challenges and proposed solutions,
and to consider whether there are other challeng-
es and solutions from their point of view. The re-
sults showed that the degree of agreement was
great, it is about 90%. The degree of agreement
mean of the challenges and solutions is about
0.71 greater than the midpoint.

Challenges and solutions were arranged accord-
ing to the respondents' point of view. The statisti-
cal analysis confirmed that the assessment instru-
ment was reliable.

The transition from IPv4 to IPv6 is very import-
ant step for development the IoT in Yemen now.
Security and privacy protection are very import-
ant topics for research in the field of 1oT.
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