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Generally, symmetric key encryption schemes need to use a key exchange
scheme for generating more secure session key between two parties. Diffie-
Hellman (DH) key exchange scheme is a method to ensure the confidential
construction of a shared secret key between two parties in real-time on an
unsecure channel. Therefore, DH key exchange scheme is attached to existing
symmetric key encryption scheme. In real implementation, normally, the shared
secret key that is being established by DH key exchange scheme is used to
encrypt and decrypt the subsequent communications using faster symmetric key
encryption scheme. However, DH key exchange scheme is based on the
difficulty to solve discrete logarithm, which is a hard mathematical problem and
requires computationally heavy and complex operations. Since the Boolean
operations are simple, quick, and very adaptive to be implemented to an image
cryptography scheme, we propose in this paper a new symmetric key encryption
scheme based on Boolean operations for binary images. The proposed scheme
starts by establishing a shared secret key between two communicating parties
and after that this shared secret key is then used as secret key to encrypt and
decrypt the subsequent communications. The security of our scheme is based on
the difficulty of solving the unsolvable non-invertible matrix problem. The
performance results show that the total execution time of our scheme is better
and smaller than the total execution time of the conventional scheme (DH with
AES) for different sizes of data (image) files. Our scheme is fast, easily

implemented and secure.
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1. Introduction

Today digital information can be distributed via
the Internet to a large number of people in an
easy and simple way. Information security is a
field that protects and secures sensitive digital
information and its systems from unauthorized
access, disclosure, disruption, modification, or
destruction. Information security provides many
services such as data confidentiality,
authentication, data integrity and non-
repudiation in order to keep the distribution of
sensitive digital information and its systems
works reliably [1]-[3].

Information security in the present era is
becoming very important in communication and
data storage. Data transferred from one party to
another over an insecure channel (e.g., Internet)
can be protected by cryptography. The main
purpose of cryptography is to provide
confidentiality by converting the sensitive
private information from its normal form (known
as plaintext) into an unreadable and useless form
(known as ciphertext). The encrypting
technologies of traditional and modern
cryptography are usually used to avoid the
message from being disclosed [4]-[8]. There are,
in general, two main types of conventional
cryptography which are controlled by keys,
symmetric key cryptography and asymmetric
key cryptography. Symmetric key cryptography
which is also known as secret key cryptography,
uses the same key (only one key) for both
encryption of plaintext and decryption of
ciphertext. The most common symmetric key
encryption schemes are DES, 3DES, Blowfish,
and AES. Advanced encryption standard (AES)
is faster and more efficient than other symmetric
key encryption schemes [9], [10]. Unlike
symmetric key cryptography, asymmetric key
cryptography does not use the same key to
encrypt and decrypt a message. Instead,
asymmetric key cryptography uses two different
keys but related mathematically; the public key
which is known to everyone is used for
encryption, and the corresponding private key
which is kept secret is used for decryption [9],
[10]. Symmetric key encryption schemes are
much faster computationally than asymmetric

key encryption schemes, because asymmetric
key encryption schemes require more
computational processing power [9]. Symmetric
key encryption schemes need to use a key
exchange scheme for generating more secure
session key between two parties [11]-[15].

In 1976, Diffie and Hellman [16] introduced the
first concept of asymmetric (public) key
cryptography to solve the secret key exchange
problem in the symmetric (secret) key
cryptography.  Diffie-Hellman (DH) key
exchange scheme is a method to ensure the
confidential construction of a shared secret key
between two parties, in real-time on an unsecure
channel (open network) like Internet. A shared
secret key then could enable the two parties,
who may not have had any previous
communication, to encrypt their
communications [17]-[19]. The security of the
DH key exchange scheme is established under
the assumption that calculating discrete
logarithms is a hard problem, which require
heavy and complex cryptographic
computations. The task of calculating discrete
logarithms for large prime numbers is
considered unfeasible, where the large prime
numbers exceed 1024 bits [11], [16], [17], [20],
[21].  Therefore, although the hybrid
cryptographic schemes (such as the scheme
which is resulting of combination of DH key
exchange scheme with AES encryption scheme)
give the strong security requirements, the
performance of the hybrid scheme can be
degraded due to increasing total execution time.
In addition, many hybrid cryptographic schemes
have complex structures and require more
computing resources for implementations on
images such as binary images. Until now,
creating a hybrid scheme with high security and
without heavy and complex cryptographic
computations has been a great challenge.
Therefore, it is important to investigate new key
exchange primitive beside to encryption and
decryption primitive that require less heavy and
complex cryptographic computations but
relatively secure.

In this paper, we propose a new symmetric key
encryption scheme for binary (black-and-white)
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images with easy and secure exchange key,
encryption/decryption  algorithms and a
comparatively low computation complexity. In
other words, a novel symmetric key encryption
scheme for binary images is proposed, which is
based on Boolean operations, to overcome the
problem of complex and heavy cryptographic
computations as in most of the existing
conventional hybrid cryptographic schemes. The
proposed symmetric key encryption scheme
begins to establish a shared secret key between
two communicating parties and after that this
shared secret key is then used as the secret key
during the proposed encryption and decryption
processes.

2.Methods

In this section, we propose a new approach to
symmetric key encryption scheme based on
Boolean operations for binary (black-and-white)
images. Our proposed scheme generates shadow
images and manipulates them by using simple
Boolean OR, AND, and XOR operations. The OR,
AND, and XOR operations of the matrices
(images) could be easily implemented by any
simple and low computational device.

The proposed approach uses the binary inner
product of two Nz, X Neommn DiNary matrices,
denoted as A O B which is computed by using
simple Boolean OR (V) and AND (A) operations
as follows:
N
\/(aik A by;)
k=1

= 1, ---:NCOZumn-
The expression € = A O B means that the ij-th
element c;j of matrix C is equal to (a; A by;)V
(aiz Abyj) V-V (amy Aby;), where a and b are
the binary elements of matrices A and B,
respectively.

In addition, the XOR (@) Boolean operation was
used in the encryption and decryption processes of
the proposed symmetric key encryption method.
The XOR of two Nz, X Neoumn Dinary matrices
could be described by the following formulae:

D =A®B = [aij®bij];i =1,..,Ngow; J
=1, ---:NCOIumn-

The expression D = A@B means that the ij-th
element dij of matrix D is equal to a;;® b;;,

C:A@B: ,i:1,...,NR0W;j

where aij and bij are the ij-th elements of
matrices A and B, respectively.

2.1 Shared Secret Key Generation Phase

This phase performs by any two parties (user A
and user B such as Alice and Bob, respectively)
and consists of the following steps:

1. Both parties agree on a binary public shadow
image PuS of 0's and 1's (black-and-white)
and in the form of NxN random pixels, where
PuS must be a non-identity and a non-
invertible matrix used to avoid information
leakage.

2. Alice generates a binary private key (private
shadow image) PrKa of 0's and 1's (black-
and-white) and size NxN pixels. Bob
generates a binary private key (private
shadow image) PrKg of 0's and 1's (black
and white) and size NxN pixels.

3. Alice computes her public key PuKa, as
follows: PuK, = PrK, © PusS (note here the
first matrix of binary product must be PrKa
and the second matrix must be PuS). Bob
computes his public key PuKg, as follows:
PuKz = PuS O PrKgz (note here the first
matrix of binary product must be PuS and the
second matrix must be PrKg).

4. Alice sends her public key PuKa to Bob. Bob
sends his public key PuKg to Alice.

5. Alice computes the shared secret key SK, as
follows: SK = PrK, © PuKg (note here the
first matrix of binary product must be PrKa
and the second matrix must be PuKg). Bob
computes the shared secret key SK, as
follows: SK = PuK, ©® PrKg (note here the
first matrix of binary product must be PuKa
and the second matrix must be PrKg).

Note that PuKa (or PuKg) is the binary product of
PuS and PrKa (or PrKg), respectively. Note as
well that PuS is a bon-invertible matrix which
makes recovering PrKa (or PrKg) impossible,
given PuKa (or PuKg) and PuS. The derivation of
PuKa (or PuKg) is to help in transporting PrKa
(or PrKg) to user B (or user A), respectively
securely.

After performing the above steps, Alice and Bob
can obtain a shared secret key SK. That is

SKAlice = PTKA @ PuKB
= PrK,; O PuS © PrKg

= PuKA @ PT‘KB = SKBOb (1)

,7______’—"
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Alice and Bob keep the shared secret key SK for
later encryption and decryption processes.

2.2 Encrypting (Encoding) Phase

Because the first party’s shared secret key SK is

equal to the second party’s shared secret key SK,

the shared secret key SK could serve as an

encryption key for the sending party and as a

decryption key for the receiving party. Suppose

that the first party (such as Alice) has a black-and-
white secret image Sl of size NxN pixels and she
wants to send it to the second party (such as Bob).

The sender (Alice) must perform the following

steps:

1. Generates the ciphered image CI by bitwise
XORIing the secret image SI with the sender's
shared secret key SK (SK serves as an
encryption key) which was established
previously in the shared secret key generation
phase as follows:

CI = SI®SK (2)
Sends the ciphered image CI to the receiver,
Bob

7 No.2 (2019)

2.3 Decrypting (Decoding) Phase

The receiver (Bob) must perform the following
steps:
1. Receives the ciphered image Cl from the
sender, Alice.
Recovers the secret image SI by XORing the
ciphered image CI with the shared secret key
SK (SK serves as a decryption key) which
was established previously in the shared
secret key generation phase as follows:

RI = CI®SK = SI (3)
Note that the recovered image RI is in the form of
NxN pixels and is equal to the original secret
image SI. From Equations (2), (3) and because
the XOR (@) operation is commutative, and
SK@SK=zeros matrix (full white shadow image),
we have:

RI = CI®SK = (SI®SK)®SK =
SI®(SK®SK) = SI (4)
The process flow diagram of the proposed

symmetric key encryption scheme is shown in
Figure 1.

2.

First Party (Alice) NSt\F/)vi)r:fk Second Party (Bob)

PrKka Pus Pus PuS PrKs
PuKa |= | Prka | © Pus : | Puks |=| Pus || Prke
ﬂ[ PuKa ,>
SK = Prka | ©| PuKs </Pl|JKB SK - PuKa | ©| PrKs
ca |-| s |e| sk ﬂ[ a | R || o |@]| sk

Fig 1. The process flow diagram summarizes the processes of the proposed scheme
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3.Results and Discussion
3.1 Experimental Results

Figure 2 shows one of the experimental results
of our scheme. In the beginning of the shared
secret key generation phase, the first party
(Alice) and the second party (Bob) agree on a
public shadow image PuS. It is assumed that
they chose a public shadow image PuS with size
302x302 pixels as shown in Figure 2(a). In
addition, in the same phase, each party
constructs his/her private key (i.e. PrKa for
Alice and PrKg for Bob). Each party generates
his/her public key (i.e. PuKa for Alice and PuKg
for Bob) and sends it to the other party as shown
in Figure 2(b)-(c) and then they establish the
shared secret key SK, as shown in Figure 2(d).
In the encryption phase, it is assumed that the
sender takes a binary original image ‘Pierce
Brosnan” with size 302x302 pixels as shown in
Figure 2(e) as the secret image SI. The secret
image Sl encrypts into 302x302 pixels ciphered
image CI as shown in Figure 2(f) by XORing
the secret image SI with the sender's shared
secret key SK, where SK serves as the
encryption key. After that, the sender party
sends the ciphered image CI to the receiver
party. In the decryption phase, the ciphered
image Cl decrypts into 302x302 pixels
recovered image RI as shown in Figure 2(g),
which is equal to the original secret image Sl as
shown in Equation (4), by XORing the ciphered
image Cl with the receiver's shared secret key
SK, where SK serves as the decryption key. Note
that all the keys and (shadow, secret, ciphered
and recovered) images in Figure 2 had been
resized to fit into a page.

3.2 Security Analysis

The security of the proposed symmetric key
encryption scheme is based on the security of
Boolean operations and the difficulty of solving
the unsolvable non-invertible matrix problem
since the problem of inverting the non-invertible
matrix is one of the hard mathematical problems
that is impossible to solve mathematically (no
solutions). In other words, the security of the
proposed scheme is based on the security and
properties of XOR Boolean operation and also

7 No.2 (2019)

based on the security of the proposed shared secret
key SK which depends on the difficulty of solving
the unsolvable non-invertible matrix problem,
where it is impossible to obtain the shared secret
key from the public information (i.e. Cl, PuS, PuKa
and PuKg). This is especially true when using a
proper shadow image size, which leads to low
probability of successful attack.

In order to decrypt the ciphered image CI, that is,
to recover the original secret image SI, attackers
may try to generate the shared secret key SK from
all information open to public (i.e. Cl, PuS, PuKa
and PuKg). Note that first of all, it is clear that the
product of a non-invertible matrix with any other
matrix must always result in a non-invertible
matrix as mentioned in [22]. Therefore, the parties
public keys (PuKa and PuKg) are non-invertible
and non-identity matrices, since PuS is a non-
invertible and a non-identity matrix which product
with each party's private key (PrKa, PrKg) for
producing the parties public keys (PuKa and PuKg)
as earlier shown in Subsection 2.1. Secondly, it is
practically impossible to determine the inverse of
the party's public key (PuKa, PuKg) from the
public shadow image PuS, since PuS is a non-
invertible and a non-identity matrix as earlier
mentioned in Subsection 2.1. Therefore, attackers
would encounter difficulties when trying to
determine the shared secret key, provided that the
size of the shadow images are chosen to be large
enough.

In the encryption phase, the sender (Alice) could
encrypt the secret image SI by XORing it with the
shared secret key SK has already been established
between the two parties and here, serves as an
encryption key. The sender(Alice) sends CI to the
receiver (Bob).

In decryption phase, the receiver (Bob) could
recover the secret image SI by XORing the shared
secret key SK (here SK serves as a decryption key)
with the ciphered image CI, but ciphered image CI
alone cannot disclose any information about the
original secret image. In addition, if the ciphered
image ClI is changed and forged by an attacker, the
recovered image RI is unclear and the secret is still
unidentified. Therefore, the proposed symmetric
key encryption scheme is considered very secure.
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(a) Public Shadow Image (PuS) (b) Alice’s Public Key (PuK,)

He is a double
agent. Bob

(d) Shared Secret Key (SK) (e) Secret Image (S)) (f) Ciphered Image (C))

He is a double
agent. Bob

(g) Recovered Image (R/)

Fig 2. One of the experimental results of the proposed scheme
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3.3 Computational Complexity

Two types of the complexity of the proposed
symmetric key encryption scheme will be
discussed in this section, algorithm complexity
and brute-force attack complexity on the
algorithm. Image encryption algorithm in the
proposed symmetric key encryption scheme
includes two things: first, obtaining the shared
secret key SK, and then creating the ciphered
image Cl by XORIing the shared secret key SK
with the secret image Sl. The shared secret key
includes constructing two multiplication of two
binary matrices on each party. The time
complexity of constructing two multiplication of
two binary matrices on each party is O(N3) +
O(N®) = O(N), if neglecting the constant and
the multiplication is carried out naively (here
multiplication means performing the OR and the
AND Boolean operations of two binary matrices
as shown in the beginning of Section 2). The
time complexity of the ciphered image CI is
O(NZ). Therefore, the total time complexity for
image encryption is O(N3) + O(NZ) = O(N3),
excluding the time needed to generate two
distinct random shadow images (private keys);
where the size of the shadow image is equal to
NxN pixels. On the encryption side, generating

the shared secret key SK requires 2N’of AND

Boolean operations and 2(N3-N2) of OR Boolean
operations. In addition, generating the ciphered
image CI requires N°0of XOR Boolean
operations. Image decryption algorithm in the
proposed encryption scheme includes two
things: first, obtaining the shared secret key and
then XORing the shared secret key SK and the
ciphered image CI for reconstructing the secret
image SI. The time complexity for
reconstructing the secret image Sl is equal to the
time complexity of the shared secret key which
has already mentioned, is O(N3). On the
decryption side, generating the shared secret key
SK requires 2N°of AND Boolean operations and
2(N3-N2) of OR Boolean operations. In addition,
generating the recovered image RI requires N°of
XOR Boolean operations. The proposed
encryption scheme’s time complexities analyzed
above are the processes carried out by any two

parties such as Alice and Bob. For brute-force
attack, the attacker must find the private keys
(PrKa and PrKg) from the public keys (PuKa and
PuKg) to break the shared secret key and then
decrypting a ciphered image CIl. The time

complexity of the attack is 0(22), where Z is the
total number of binary pixels in the image (image
size in bytes), which is relatively a large number.
Therefore, the effort and time needed for the brute-
force attack to find private keys is too consuming
especially when the size of those private keys are
large.

3.4 Performance Results

Table 2 shows performance comparisons for the
proposed encryption scheme against the
conventional hybrid encryption scheme (DH +
AES). The two schemes were coded in Turbo C++
4.5 programming environment and run on a
personal computer equipped with 2.80 GHz Intel®
Pentium 4 CPU, 512 MB of RAM and Windows
XP operating system. The execution times taken by
the conventional hybrid and the proposed
encryption schemes are calculated for different
sizes of data (image) files. According to the
comparison results, as shown in Table 2, it is found
that the total execution time (key generation +
encryption + decryption) of the proposed
encryption scheme is faster than that of the
conventional hybrid encryption scheme (DH +
AES). From the same table, it is clear that the total
execution time taken for our scheme decreases
when the size of the image file is decreased.

4.Conclusion

In this paper, we proposed a new symmetric key
encryption scheme to protect binary images. The
proposed scheme offers both key exchange and
encryption/decryption processes. Therefore, it
provides alternative method for two parties to
establish the shared secret key between them and
after that this shared key is then used as the secret
key during the proposed encryption and decryption
processes. The proposed scheme has several
benefits compared to the conventional schemes
such as more secure, has noise-like shadow images,
uses only simple Boolean operations, less
computational complexity, comparatively fast and
easy to implement. Therefore, we can use and
implement our scheme in many applications and
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various fields like in military, defense and other
places where the confidentiality of data should
be must. our scheme can be extended for dealing
with grayscale and color secret images.
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1. Introduction

Recently, there is a growing interest can be
observed clearly in the voice transmission using
Internet Protocol (IP). The transmission of voice
and data over packet networks is rapidly
changing the way of communication for both
businesses and individuals. However, security
issue remains a challenge in packet networks. If
confidentiality and authenticity usually protect
privacy and accuracy of voice and data
communications, they also have to be preserved
against malicious activities such as spying,
viruses, and spoofing that can highly occur with
the increasing use of the Internet [1].

Nowadays, voice communication over IP (VolP)
is transforming the telecommunication industry.
VoIP technology provides several opportunities
for users such as simpler deployment, lower call
fees, and more convergence of voice and data
networks. Additionally, VolP technology can
make greater integration with  multiple
multimedia applications. However, VolP also
brings up new challenges despite the existence of
all the technological and economic opportunities
mentioned above. Security is perhaps the most
compelling [1], thus, security is considered a
major issue in VVolIP networks.

VolP security concerns with both encryption and
authentication. Encryption is used for protecting
what a person says whereas authentication is
used to authorize the person who is speaking.
IPSec technique can be used to achieve goals,
encryption and authentication. In addition, IPSec
usually applied with ESP and tunnelling
protocols which can be used to secure the
identities of both endpoints and protect voice
data from the potential prohibited users once
packets leave the intranet of a particular
enterprise. However, to increase availability of
encryption, IPSec is usually incorporated with
IPv4. Voice-over-IPSec (VolPSec) can help
reducing human threats, such as the middle
attacks, packet sniffers, and many types of voice
traffic analysis.

As mentioned above, IPSec can be used to
achieve both encryption of the content and
authentication of the user. In addition, it can be

applied with ESP using tunnel method. However,
security strengthen of VolPSec may affect QoS
during VolIP transmission. Therefore, there is a
need to address the effect of applying security
protocols to evaluate the performance and
efficiency of VolP communications. Furthermore,
there is a need to have the ability to determine the
maximum number of calls that can be maintained
in VolPSec networks. Thus, the aim behind this
paper is to study the performance effect adding
IPSec to VoIP networks.

This paper proposes a new approach called
QSVolIP that calibrates QoS and Security
parameters of Voice transmission over IPSec for
maximum number of calls with acceptable voice
quality. QSVolIP tries to reduce human threat in
the middle attacks, packet sniffers, and the
analysis of many voice traffic types. QSVolP
estimates number of voice calls that can be
maintained in IPSec network with acceptable
voice quality. Moreover, the paper introduces
performance evaluations of voice transmission
over secure  communication links by
implementing IPSec with different simulation
scenarios using OPNET Modeler simulator. The
simulation results shows that transmitting voice
over IPSec dramatically deteriorate quality of
VoIP. As shown by the results, QSVoIP approach
can effectively help network administrators and
designers determining the number of voice calls
that can be maintained for a given network with
acceptable voice quality in terms of end-to-end
delay, jitter, and packet loss.

The paper is organized as follows: Section 2
presents an overview of VolP and IPSec
technologies. Section 3 presents the related work
of VolIP and IPSec technologies related to voice
quality. The proposed approach, QSVolP, is
described in Section 4. Section 5 presents
QSVolP  implementation and  simulation
environment. Section 6 presents simulation
results and performance evaluation. Finally,
Section 7 concludes the paper.

2. RELATED WORK

There are several researches that have been
carried related to this topic such as [3, 37, 38, and
39], which revealed the QoS issues associated
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with VolPSec.

In [3], researchers presented an experimental
study of voice traffic transmitted over IPSec.
They have executed a series of experiments on a
real testbed to evaluate the impact on
performance with a particular attention to
bandwidth usage and transmission delay.
Authors aim to increase the packet size
stemming from IPSec usage. A version of IPSec
called cIPSec has been implemented in [3] to
compress the internal header of a packet down to
approximately four bytes. This can be achieved
because much of data in the internal headers of a
packet remains constant or duplicated in the
outer header. However, authors in [3] did not
consider the actual time required to perform the
compression which may take much longer than
the time saved in crypto-engine. Moreover, a
shortcoming point is that the compression
scheme used in IPSec can compress only the
packet header. In addition, this scenario is not
applicable to the compression QoS issues
associated with codec because only IP headers
are considered not the actual media.
Alternatively, for more compression, QoS
changes according to the change in codec.

In [12], researchers proposed an approach of an
IPSec approach to secure SIP based VolP
network. They have executed different
configurations of IPSec for VolP networks and
evaluated the performance through a series of
experiments. Results have shown that encryption
is the more expensive operation in end-to-end
delay, jitter, and packet loss when employing
IPSec encryption and authentication services for
VolIP signaling and media streams. Whereas, if
both encryption and authentication services are
employed, it is clearly remarked that a
dramatically increase in call setup times is
achieved. It is remarked that an increase of about
200% in jitter value, about 170% in media
stream delay. Moreover, an exponentially
increase has been remarked in the SIP call setup
time and media stream delay with remarkable
increase in the network call density. A crucial
shortcoming of the simulation results in [12] is
that transmitting voice over IPSec using their
proposed approach increases packet loss, delay
variation (jitter), and end to end delay.

In [33], authors proposed a model that tries to
ensure secure call for VoIP Quality of service

using SRTP protocol. Authors argued the
common approaches of VoIP telephony that try to
ensure protection and the impact of employing
SRTP. Authors aimed to evaluate how it can
ensure the secure stream of VolP service and
provide satisfactory quality of service. Moreover,
SRTP simulation results have shown that the
voice packets delay does not exceed critical 150
millisecond (ms) value and so they certainly
supposed that quality of service can be essentially
ensured for encrypting voice packets.

In [34], authors proposed an IPSec approach for
VoIP network based on secured session initiation
protocol SIP. Authors addresses some security
issues using SIP protocol with IPSec, however
they did not address voice quality issues.

In [40], authors addressed the effects of the
security parameters on the VolP QoS and
proposed a QoS-oriented method that allows the
deployment of secured VolP networks without
adversely affecting the provided quality of
service.

In [41], authors brought a detailed view of video
streaming performance over an IP-based network.
They compared video quality with both packet
loss and encryption. The measured results
demonstrated the relation between the type of
video codec and bitrate of the final quality of
video.

In [42] authors tested consequently, the impact of
IPSec encryption on CPU utilization of the router,
the required bandwidth and quality of voice. All
parameters were depending on the number of
performed calls. They concluded that setting the
appropriate period of voice payload can change
the number of packets that are simultaneously
transmitted and processed, and also affects CPU
utilization and bandwidth.

Researchers in [43] proposed a multipath solution
for the major security threats of VolP
communications, especially for low bandwidth
networks. Results show that security affects VolP
quality especially for a large distance
communicating nodes and also for large packet
size. The proposed multipath solution seems
outperforms single routing protocols in low
bandwidth networks, especially in terms of
reducing packet loss.

Recently authors in [45] the performance of VoIP
on IPv4, IPv6 and 6in4 protocol with and without
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IPsec is compared. RTT (Round Trip Time),
Throughput, Jitter and CPU usage are compared
in VoIP networks. The results for throughput are
almost same for both operating systems. CPU
usage was higher on both operating systems with
IPsec enabled and the results for RTT and Jitter
were inconsistent. In general, the results
indicated that Fedora 16 performance was better
than Windows 7. The results show that although
IPSec can add security, it can reduce the VolP
performance in terms of higher delay and higher
CPU usage. The main drawback of the paper is
that it did not address the voice quality issues.

In [46], authors discuss about site-to-site IPsec
VPN which communicate in the intra-nets. The
implementation of IPsec VPN is done with
security  protocols for exchanging key
management, authentication and integrity using
Graphical Network Simulator 3 (GNS3). The
encryption of data packets when information is
transferred between different sites is tested and
verified using tools like Ping, IPerf and
Wireshark. The performance in terms of delay,
bandwidth consumption, jitter and the data rate
of the proposed method with and without
Firewalls is analyzed. It is obvious that our
proposed method can provide the security and
prohibit the attackers to attack the network.
However, authors did not address voice quality
issues in this paper.

Most recent, authors in [47] assessed the quality
of voice call in terms of lost packet ratio, latency
and jitter with and without SCIP algorithm.
However, they did not estimate the maximum
number of calls that can be considered a
threshold value of good voice quality.

2.QSVOIP APPROACH

This section presents the idea behind our
approach QSVolP which has been developed in
this paper and executed using simulations of
secure VolIP networks. As mentioned previously
in Section 2, there are several methods that have
proposed by many researchers related to this
topic, which revealed the QoS issues associated
with VVolPSec. However, all of these researches
considered only study of VVolP traffic.

This paper tries to address the effect of peer-to-
peer voice calls on the voice quality. It focuses
mainly on examine the impact of apply IPSec to

7 No.2 (2019)

8

the quality of transmitting voice traffic. In
addition, the paper investigates how the
performance of voice communication can be
affected when QoS is considered. The proposed
approach will assist network operators and
designers to determine the number of VolIP calls
that can be maintained in a particular network
with acceptable voice quality. The proposed
QSVOIP approach, has been executed and
comparatively evaluated using OPNET modeller
with four different scenarios as well explained in
Section 4.3.

Simulation results comparatively analysed and
the performance of the proposed approach will be
evaluated in terms of packet loss, voice jitter, and
end-to-end delay, packets sent and packets
received. Results are presented in Section 5 with
a discussion of the implications of these results
for designers who are interested to the
implementation of real secure VoIP networks.

4. SIMULATION IMPLEMENTATION

This section describes in details the simulation
model, various simulation scenarios, as well as
traffic model. The simulation experiment is
carried out using OPNET Modeller simulator
14.5.A PL8 (Build 7808 32-bit) under Windows
as a platform.

4.1 Simulation Environment

To fulfil the aim of the research, we have divided
the simulation execution into two parts.

Part 1: VolP traffic is send from source to
destination in four scenarios. The goal of this task
is to examine the effect of adding IPSec on the
quality of transmitting voice over communication
links, and to compare the performance of voice
traffic in terms of throughput, packet loss, voice
jitter, and packet End-to-End delay.

Part 2: The approximate maximum number of
calls that can be maintained with acceptable voice
quality are estimated in the four scenarios using
our approach. QSVOIP approach can be used in a
real network to estimate the maximum number of
calls and calibrating it with acceptable voice
quality. This can be done by designing the real
network in OPNET Modeler and make the needed
simulations. End-to-End delay performance
metric is used in this paper to estimate the



approximate maximum number of calls
maintained in the four network scenarios.

The network model used for the simulation in
this paper is shown by Figure 4. This network
model consists of two LANs connected via
Internet through Router 1 and Router 2. Link
speed is 100Mb/s between LANSs and routers and

2Mb/s between routers and Internet.

Figure 4. Network simulation model.

Table 1. Components of network model

Component Model Type Qty
L Application
Applications Config 1
Profiles Profile Config Utilities 1
. QoS Attribute
QoS_Config Config 1
Internet ip32_cloud ICnIt;ZZEt 1
Router A Ethernet4_slip
Router B 8_gtwy Router 8
SWi Ethernetl6_s .
SW2 witch Switch 3
FTP_Server
Web_Server Ethernet_server Server 2
FTP_Client
Web_Client Ethernet_wkstn Workstat 4
Voice_T ion
Voice_R
PPP_E1(2.048 .
. = Link 2
Connection Mbps) "
100BaseT Link 6

As shown in Figure 4, the first LAN on left side,
consist of one router represents Router_1, one an
Ethernet switch represents SW1 and three
designated Ethernet workstations represent
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FTP_Client,  Web Client and  Voice_1.
FTP_Client, Web Client workstations are a
source for generate the background traffic while
Voice_1 is a source for sending VolP calls. The
second LAN on right side, consist of one router
represents Router 2, one an Ethernet switch
represents SW2 and three designated Ethernet
servers represent FTP_Server, Web_Server and
one workstation represent VVoice_2. The Ethernet
Servers will support FTP traffic, HTTP traffic and
generate the traffics needed to study. Voice_2 is a
sink for receiving VolIP calls from Voice_1.

The cloud symbol represents the Internet. The IP
cloud is responsible for routing the incoming
packets to the appropriate destination based on
the packet header information. The network
model has been build up with the main
components listed in Table 1.

4.2  Modelling Assumptions

The following assumptions are considered when
building the Tcl script:

1. Because of the traffic in a network varies
from source to destination at any time, so it
is hard to predict the traffic behavior in the
network.

2. VoIP model has been simulated in this paper
by considering the worst case scenario
(when we need to estimate the maximum
number of VolIP calls that a network can
support with acceptable voice quality).

3. The background traffic is considered to be as
50% of link capacity excluding the VolIP
traffic. To protect it from bursts, 60% link
capacity is the maximum utilization allowed
of a link [16].

4. 1t is required that end-to-end packet delay
should not exceed 150ms for VolP
applications in order to ensure acceptable
quality of a particular VolIP call.

Modelling assumptions of our simulation can be
summarized as follows:
1. Local area networks operate at 100Mb/s
throughout the simulations.
2. Simulation time of each simulation
experiment is 8 minutes.
3. There is no voice conferencing
throughout the simulation, only peer-to-
peer voice calls are applied.
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4.3 Simulation Scenarios

A simulation study is carried out by the
simulation of four network scenarios with the
same network topology. Results have been
analyzed in terms of same performance metrics.
The simulation network model shown in Figure
4 consists of four scenarios described as follows:

e Scenario 1: Baseline (with no security
services)

In this scenario, no encryption is used by the

source. Thus, voice data travels to and from the

destination is unencrypted. In this scenario,

when a workstation receives voice data from any

end-party, it simply forwards it to its destination.

e Scenario 2: IPSec with Authentication only
In this scenario, it provides authentication
alone. Authentication Header (AH) does not
provide data confidentiality (encryption) of
packets. This mean no encryption it used, so
the packet is transported unencrypted. In this
scenario the modification is done by adding
overhead value about 40 bytes (320 bits) to the
packet.

» Scenario 3: IPSec with Encryption only

In this scenario, it provides confidentiality
alone. In this scenario the modification is done
by adding overhead value about 44 bytes (352
bits) to the packet.

» Scenario 4: 1PSec with both Encryption
and Authentication

In this scenario, it provides both encryption
and authentication. In this scenario, the
additional overhead value is about 52 bytes
(448 bits) to the packet.

Cryptographic algorithms implemented in this
scenario are as follows:

- For encryption: DES [28] has been
implemented in CBC mode.

- For authentication. HMAC-MD5 [30]
has been implemented with default
configuration.

Processing latencies configured in model for
MD5 and DES algorithms were based on
values reported by [30] and [28], respectively.
Modifications made to the OPNET model are
as follows:

1. Because security functions models are
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not provided by OPNET Modeler, we
have modified the source code of the
transceiver system models in order to
apply additional overhead to represent
the various solutions of security with
simulating additional load of more
security schemes. The simulation is
done by changing the OPNET model
compared to the normal packet flow that
results from a one-to-one call over the
network [42].

2. A modification has been made for
Ethernet_wkstn nodes in the IPSec
scenarios with adding more security
overhead and payload to each packet
generated prior to encapsulation.

5. Simulation Results Study

In this section, a detailed simulation results are
analyzed and the performance of VolP network is
tested. Before running simulation, OPNET model
should be configured with a number of VolP
network components such as switches, router,
links, and VolIP traffic. This section presents the
simulation results obtained from the various
scenarios that have been executed to examine the
performance and the effect of implementing
IPSec on the quality of transmitting voice traffic
using OPNET simulator. Simulation results have
been comparatively analysed and the performance
of our approach has been evaluated in terms of
packet loss, voice jitter, and end-to-end delay,
packets sent and packets received. Results are
presented in this section with a discussion of the
implications of these results for designers who are
interested to the implementation of real secure
VoIP networks.

The duration of simulation for each scenario is
configured to 8 minutes (420 seconds). The
generation of background traffic, started at 40
seconds from the start time of the simulation run.
The VolIP traffic starts at the 100 seconds after
the simulation is initially started, and stops at the
420 seconds of the simulation time. VolP calls
have been added at fixed time intervals in four
scenarios (for every five seconds starting from
100 seconds till 420 seconds).

5.1 Voice End-to-End Delay

As explained in the Section 4, in order to
establish VVoIP calls with acceptable voice

—————
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quality, end-to-end delay in a VolP network
should not exceed the threshold value of 150
milliseconds [27]. Figure 5 (a, b, ¢, d, and e)
shows the results of end-to-end delay for four
network models/scenarios, namely: 1) baseline,
2) IPSec with authentication only, 3) IPSec with
encryption only and 4) IPSec with both
encryption and authentication, respectively. It
clear that in Figure 5(a), the average end-to-end
delay in baseline scenario is 832.1 milliseconds
which exceeds the threshold. In the second
scenario as shown in Figure 5(b), IPSec with
authentication only, the average end-to-end
delay exceeds the threshold at 971.5
milliseconds. In the other hand, in the third
scenario as shown in in Figure 5(c), IPSec with
encryption only, the average end-to-end delay
exceeds the threshold at 1023.3 milliseconds,
and in the fourth scenario as shown in Figure
5(d), IPSec with both encryption and
authentication, the average end-to-end delay
exceeds the threshold at 1075.9 milliseconds.
VolIPSec networks reach the threshold earlier
than Baseline network, is due to that encryption
and authentication services are employed.

Also it is observed from Figure 5(e) that the
delay of IPSec with encryption and
authentication is higher than Baseline network,
around 130%. This increasing in delay is
happened due to that the encryption provided by
IPSec provides an additional level of security for
voice conversations. The average values of end-
to-end delay for the four scenarios are shown in
Table 2.
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Figure 5. Voice Packet end-to-end delay for

different scenarios

Table 2. The average values of end-to-end delay
(sec)

Scenario name End-to-end
delay
Baseline 0.8321
IPSec with Authentication 0.9715
IPSec with Encryption 1.0233
IPSec with Encryption
and Authentication 1.0759

5.2 Voice Packet Delay Variation (Jitter)

Figure 6 (a, b, c, d, and €) shows the results of
voice packet delay variation (jitter) for four
network models/scenarios, namely: 1) baseline,
2) IPSec with authentication only, 3) IPSec with
encryption only and 4) IPSec with both
encryption and authentication. It clear that the
packet delay variation (jitter) starts to increase at
160 microseconds for baseline scenario. For
IPSec with authentication only, it starts to
increase at 216.7 microseconds. For IPSec with
encryption only, it starts to increase at 234.6
microseconds. For IPSec with both encryption
and authentication, it starts to increase at 250.3
microseconds. As shown in Figure 6e, it can be
seen that the jitter of IPSec with encryption and
authentication is higher than Baseline network
by around 156%. The average values of jitter for
four scenarios are shown in Table 3.
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Table 3. The average values of jitter (sec)

Scenario name Jitter
Baseline 0.0001600
IPSec with authentication 0.0002167
IPSec with encryption 0.0002346
IPSec V\_/lth_encryptlon and 0.0002503
authentication

5.3 Voice Packet Loss

Figure 7 (a, b, ¢, d, and e) gives the average
number of packet loss (sent, received, and
dropped packets/sec) for four network
models/scenarios, namely: 1) baseline, 2) IPSec
with authentication only, 3) IPSec with
encryption only and 4) IPSec with both
encryption and authentication. It clear that the
voice packets drop starts from 622.7 packets/sec
in the Baseline scenario, and from 511
packets/sec in IPSec with authentication only
scenario. In IPSec with encryption only scenario,
it starts to drop from 476.8 packets/sec, and
finally it starts to drop from 443 packets/sec in
IPSec with both encryption and authentication
scenario. So it observed the voice packet drop in
VolIPSec network starts before Baseline network
is due to the overhead that IPSec introduces for
voice conversations, this decrease the throughput
in VolPSec networks.

As shown in Table 4, it can be seen that the
voice packet loss of IPSec with encryption and
authentication is lower than Baseline network by

around 29%. The average value of jitter for four
scenarios is given in Table 4.

The early packet drops in VolPSec networks, in
which encryption and authentication services are
employed, indicate that VolP calls cannot be
established with acceptable voice quality after
197, 192 and 187 seconds, respectively for the
last three compound scenarios. VolIP calls that are
established after 187 seconds almost suffer from
information loss because of the packet loss which
causes voice breaks and skips.

Table 4. The average values of voice packet loss

(packets/sec)

Scenario name packet loss
Baseline 622.717
IPSec with authentication 511.076
IPSec with encryption 476.784
IPSec vx_/lth_encryptlon and 443.010
authentication
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Figure 7. Voice packet loss for different
scenarios

5.4 Calculating Maximum Number of VolP Calls

As explained in the Section 4, in order to
establish VolP calls with acceptable voice
quality, end-to-end delay in a VolP network
should not exceed the threshold value of 150
milliseconds [27]. For this purpose, we need to
estimate the maximum number of VVolIP calls that
can be maintained with acceptable voice quality.
We used the end-to-end delay graph shown in
Figure 5 to estimate the number of VolP calls
that can be maintained in the four scenarios.
Figure 5 (a, b, ¢, and d) shows the end-to-end
delay of four scenarios.

As shown in Figure 5a, the baseline scenario, it
is clear that the end-to-end delay crosses the
threshold value of 150ms at 226 seconds. From
the Figure 5b, the second scenario, it is clear that
the end-to-end delay crosses the threshold value
of 150ms at 197 seconds. From the Figure 5c,
third scenario, it is clear that the end-to-end
delay crosses the threshold value of 150ms at
192 seconds, and from the Figure 5d it is noticed
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that in IPSec with encryption and authentication,
the end-to-end delay crosses the threshold value
of 80ms at 187 seconds.

In the simulation of this paper, the Application
Definition and Profile Definition have been
configured with VolIP calls that have been added
to the network by this configuring. According to
that, each call is added every 5 seconds. The
addition of calls begins at the second number 100
of the simulation and continue to end of
simulation. This starting point has been chosen
because the start time of applying VolIP
application between source and destination starts
at the second number 100 of the simulation. In
each scenario the total number of established calls
is given by calculating total simulation time (e.g.
from 100 to 475 seconds). Since one call is added
to the network every 5 seconds, the total number
of calls maintained in the network can be
estimated by Eq(1) as follows:

Number of total number of calls =total simulation
time / 5 seconds Eq(1)
So, as Eq(1) the number of VoIP calls established
in each scenario (475-100) / 5 = 75 VolIP calls.

Furthermore, the maximum number of calls
maintained in four scenarios with acceptable
voice quality can be calculated as the following:

¢ In Baseline scenario

Around 226 seconds (see Figure 5a) the threshold
is reached (i.e., 80 milliseconds), VolP calls
calculated are from 100 to 226 seconds, as a VolP
call for every 5 seconds is added. Therefore, the
maximum number of VolIP calls maintained with
acceptable voice quality in baseline scenario is:
(226 - 100) / 5 = 25 VolIP calls with acceptable
voice quality.

¢ In IPSec with authentication scenario

The maximum number of VoIP calls maintained
with acceptable voice quality is (see Figure 5b):
(197 — 100) / 5 = 19 VolP calls with acceptable
voice quality.

¢ In IPSec with encryption scenario

The maximum number of VoIP calls maintained
with acceptable voice quality is (see Figure 5c):
(192 - 100) / 5 = 18 VolIP calls with acceptable
voice quality.
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e In IPSec with encryption and authentication
scenario

As shown in Figure 5d, the maximum number of
VoIP calls maintained with acceptable voice
quality is: (187 - 100) / 5 = 17 VolIP calls with
acceptable voice quality.

The maximum number of calls maintained for
each scenario with acceptable voice quality is
illustrated in Table 5.

Table 5. The maximum number of calls

Scenario name Maximum
Number of
Calls

Baseline 25
IPSec with authentication 19
IPSec with encryption 18
IPSec with encryption and

. 17
authentication

The calls calculated in the four network models
scenarios are varied depending on traffic
conditions and security services.

6. Conclusion

This paper conducts a new approach for QoS of
VolIP over IPSec network. The approach called
QSVolP calibrates QoS and security parameters
of Voice transmission over IPSec to determine
the maximum number of calls with acceptable
voice quality. The QSVolP approach has been
implemented and executed using OPNET
simulator and the performance of the approach
has been evaluated and compared for different
simulation scenario in terms of end-to-end delay,
jitter, and packet loss. Simulation results show
that transmitting voice over IPSec dramatically
deteriorate quality of VolP. As shown by the
results, QSVolP approach can effectively help
network administrators/designers determining
the number of voice calls that can be maintained
for a given network with acceptable voice
quality. As a future work, researchers can the
network support and readiness of deploying
other popular real-time network services such
multimedia, video, and web conferencing.
Finally, experiments can be performed with
other types of real-time traffic to see whether the
results presented in this paper can be generalized
to all real-time traffic are part of future work.
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1.Introduction

End-to-end connectivity over the Internet largely
relies on transport protocols that operate above
the network layer. The most widely used Control
Protocol (TCP), to offer reliable packet delivery
and sending rate control to prevent congestion in
the network [10].

Majority of applications and services in the
Internet using TCP what results that more than
90 percent of traffic on the Internet is handled by
TCP [19]. Thus, TCP controls of bytes and
packets transmitted over the Internet, so to
satisfy user needs and to provide quality of
service (QoS) in modern networks predict TCP
behavior and optimize its performance in
different environments is very important. To
predict the behavior of TCP in mmWave
systems, we need to evaluate its performance.
TCP performance assessment can be divided
into empirical studies and analytical modeling.
Although analytical modeling is exceptionally
accurate and useful to try different scenarios by
changing parameters.

However, the next generation of cellular
networks will present new challenges for TCP,
specifically related to millimeter wave
(mmWave) links, this technology is seen as a
promising enabler for the fifth generation (5QG)
targets of multi- gigabit-per-second data rates
and ultra-low latency [11].

In this paper, we compare the performance of
TCP between different scenarios describe the
end-to-end evaluation of TCP performance in
5G mmWave cellular networks through Some
recent studies have highlighted that the extreme
variability of the signal quality over mmWave
links yields either degraded TCP goodput and
very low utilization of the resources at mmWave
frequencies, or, in the presence of link-layer
retransmissions, high goodput at the price of
high latency.

The rest of this paper is organized as follows, we
first describe the scenarios of end-to-end

evaluation of TCP performance. Then we
compare between these scenarios through
algorithm, parameters and simulator. We

conclude this article in last section.

2.0verview of TCP Performance Scenarios
Because TCP is the most widely used transport
proto- col, it is important to understand the
interactions that exist between mobile networks
(for example, wireless channels) and the TCP
performance. In wireless networks, the loss of a
packet is not caused necessarily by congestion,
instead might be due to a sudden (and possibly
only temporary) drop in the signal quality.
Current and future mobile networks deploy
different retransmission mechanisms to mitigate
the effects of packet loss and increase the mobile
devices, throughput. When using mmWave links,
these retransmission protocols become a key
element in hiding the highly dynamic and
consequently unstable behavior of the channel to
higher layer transport protocols such as TCP.

2.1 End-to-End Evaluation Scenario

In this section describe four scenarios about end-
to-end evaluation of TCP performance in 5G
mmWave cellular networks. The poor radio
propagation and sensitivity to blockages at higher
frequencies presents major challenges, which is
why much of the current research is focused at the
physical layer. However, innovations will be
required at all layers of the protocol stack to
effectively utilize the large air link capacity and
provide the end-to-end performance required by
future networks. The authors in [1] and [2] and
[3] and [4] present the current state of the
mmWave module for ns-3 with the LTE
LENAmodule, radio stack and core network to
evaluate cross-layer and end-to-end performance
of 5G mmWave networks. They provide an
overview of the module and discuss a number of
enhancements and added features, such as
improved statistical channel model derived from
28 GHz channel measurements as well as a new
ray tracing-based model. In addition to, provide
some example simulations showing (i) the
capacity of a TDMA mmWave cell with multiple
users and (ii) the performance of TCP for a single
user under varying channel conditions.
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2.1.1 NewReno

The scenario in [1] where 3 buildings are
distributed between BS and UE. The number of
antennas at the BS and the UE is 64 and 16,
respectively. The user starts moving at a speed of
1.5 m/s 2 seconds after the start of the simulation
and stops after 20 seconds. As expected, the
Signal to Interference and Noise Ratio (SINR) is
constant over time while the user is static (0-2 s
and 22-25 s). However, the SINR varies over time
when the user is in motion. The sudden SINR
jumps result from the switching of the channel
state, the channel matrices are updated after a
fixed 100 ms intervals for the non-Los (NLoS)
channel and remain unchanged for line-of-sight
(LoS) transmissions.

The scenario in [2] and [3] where 6 buildings are
distributed between BS and UE. UEs are
uniformly distributed at distances between 10 to
150 meters from the serving BS and can have
either LOS or NLOS links. The authors consider a
simple traffic model with Poisson arrivals where
each UE sends small 100-byte packets at an
average rate of 10 Mb/s, as well as a separate,
higher throughput case where 1000-byte packets
are sent at a rate of 100 Mb/s. They simulate the
performance for between 10 to 100 UEs for the 10
Mb/s (per UE) arrival rate and between 1 and 10
UEs for the 100 Mb/s case, equivalent to a total
[P-layer arrival rate of between 100 to 1000 Mb/s
in both cases.

2.1.2 Cubic

The scenario in [4] no TCP retransmissions is
triggered thanks to lower layer retransmission
schemes. Nonetheless, the authors would like to
observe how different TCP variants, namely
NewReno and Cubic, react to link failures that can
cause a retransmission timeout (RTO) expiration.
To do so, they forced two outage events, of length
0:4 and 1 s, respectively.

In [5] the authors consider two different
simulation scenarios, with different end-to-end
transport protocols.

—
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In the first, they deploy five base stations, in the
center and at the four vertices of a square of side
200 m. NUE €{2,5,10}, wusers are randomly
placed in a disc around each base station, for
total of 10, 25 or 50 users. The base stations use a
round robin  scheduler. User Datagram
Protocol(UDP) is used as transport protocol to
access data in a remote server, at a maximum rate
of 400 Mbit/s per user. For the 3GPP channel
model the selected scenario is Urban Macro. The
results are averaged over 20 independent runs,
each with a simulated time of 10 s.

The second scenario, instead, involves a single
user, three mmWave and one LTE base stations.
The user moves in the scenario along a straight
line for 100 m, and hands over between the
different base stations. TCP NewReno is used as
transport protocol, and the results for the
throughput and latency with different RLC buffer
sizes Brlc €{1,10,20} MB and channel models.
The 3GPP channel model has higher throughput
and latency with respect to the simple model,
even though for a small buffer size Brlc =1MB
the performance is similar. For both channel
models latency and throughput increase with the
buffer size, but the latency increase is higher with
the 3GPP model.

2.2 End-to-End Enhancing (TCP Proxy)
scenarios

In this section will discuss the scenarios related
about TCP proxy for 5G mmWave cellular
networks and how to enhance TCP proxy for
exploits the high variability in bandwidth of
mmWave channels in LOS-NLOS transitions.

2.2.1 NewReno

In [6] the authors propose a novel TCP design for
mmWave communications, ammWave
performance enhancing proxy (mmPEP), enabling
not only to overcome TCP performance collapse,
but also exploit the properties of mmWave
channels. The base station installs the TCP proxy
to operate the two functionalities called Ack
management and batch retransmission.
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They consider a down link network consisting of
a server, a mobile, and a base station. The server
and the mobile are at the end of the links as TCP
sender and TCP receiver respectively. The base
station is located at the boundary between wired
and wireless links. They assume that the wired
link is error-free, to focus more on the impact of
wireless channels. The server and the mobile use
conventional TCP. When the mobile receives a
data packet from the server, it forwards an Ack
packet to the server as a response to the packet
reception. The Ack packet includes a sequence
number that is the last in-order delivered packet

to the mobile.

In [7] the authors describe TCP proxy architecture
for mmWaves, called milliProxy. They focus on
testing the performance of milliProxy in a single
user scenario, to evaluate the responsiveness of
the proxy architecture to channel variations, from
LOS to NLOS and vice versa. To model them,
some obstacles are randomly deployed

in the simulation scenario between the gNB
(which is at coordinates (25,100) m) and the UE
(moving from (0,0) m to (50,0) at speed v). As the
user moves, it will experience multiple
transitions, with a random duration of each LOS

Table 1 Summary of End-to-End evaluation scenarios

Reference | Algorithm parameters Simulator Con.
Buildings=3
Rate=300Mbps
Antenna=64-16 C e g
[1] NewReno RLC buffer size=3MB Multi-Gigabit
RTT=40m NS-3 Ultra-low Latency
LOS=4 . NLOS=3 Higher Frequencies
Time=0-25
Buildings=6
Rate=1Gbps
Antenna=64-16 Delivering end-to-end
[2] and [3] | NewReno RLC bufter size=10MB NS-3 g
RTT=40m Ultra-low Latency
LOS=6 , NLOS=5 Reliable
Time=0-25
Buildings=1 High Throughput
(4] NewReno RTT=40m NS-3 Massive Bandwidth
+ Cubic LOS=2, NLOS=1 High-dimensional
Time=0-25 Antennas
Rate=400Mbps
. RLC buffer size=1MB Dual-Connectivity
(5] Cubic LOS=3-20 , NLOS=2-10 NS-3 Multi-Gigabit
Time=10s
Table 2 Summary of End-to-End Enhancing (TCP Proxy) scenarios
Reference | Algorithm parameters Simulator Con.
Rate=100Mbps Enhances Elaet :nd-to-end
[6] NewReno Frequeqcy:ESGHz NS-3 Exploit the mmWave
Bandwidth=1GHz
Channels
Rate=3.2Gbps
Frequency=28GHz .
7] NewReno Bandwidth=1GHz Ns-3 | Maximize Throughput

RLC-AM buffer Minimize Latenci _
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or NLOS phase in each different run of the
simulation.

TCP proxy architecture that improves

the performance of TCP flows without any
modification at the remote sender side. The
proxy is installed in the Radio Access Network,
and exploits information

available at the Next Generation Node Base
(gNB) to maximize throughput and minimize
latency.

2.3 End-to-End Effects
scenarios

In this section will discuss the scenarios of end-
to-end perspective on the effects of blockage in
5G mmWave cellular systems, and provides the
most realistic modeling of blockage in an end-
to-end evaluation mmWave cellular networks.

(TCP Dynamics)

2.3.1 NewReno

In [8] the authors compare the performance of
Drop-tail and CoDel queues in two scenarios,
where a mobile UE is experiencing blockages
from (i) other humans or (i-i) buildings. The
main difference is that, with humans, the
channel deteriorates slowly and the blockage
lasts a short interval; on the other hand, with
buildings, the link capacity drops rapidly and the
blocking interval is much longer. The sender
opens a FTP connection and

sends a large le to the UE. The congestion
control is TCP Cubic, with delayed ACK
disabled. The maximum queue length is 50k
packets. The core network latency

is 40 ms. Conversely, the dynamic receive
window approach is more responsive and
therefore supports higher channel utilization
while mitigating the delay, thus representing a
viable solution.

2.3.2 Cubic

In [9], to evaluate the end-to-end performance
with blockage, the authors simulate sending TCP
traffics to the UE whose mmWave channel.
They use a 400 MHz bandwidth and full buffer
traffic. The RLC buffer size is configured to be

5 MB and the core network round-trip delay is set
to 10 ms. The measurement-based simulation
illustrates how recovery from blockage depends
on the path diversity and beam search.

2.4 End-to-End  Performance
scenarios

In this section will discuss the scenarios of multi-
path transmissions improve the performance of
the mmWave network, by using Multipath TCP
(MP-TCP) with different congestion control
algorithms.

(MP-TCP)

2.4.1 Cubic

In [12] the authors performed some simulations,
they considered uplink connection from a User
Equipment (UE) placed at different distances
from an evolved Node Base (eNB). They use
Linux implementation of TCP CUBIC, with the
statistical ~channel model, and perform
Montecarlo simulations for each distance d
€{50,75,100,150} m. RLC-AM introduces
additional = redundancy to  perform  the
retransmissions, but, when the distance between
the eNB and the UE is equal to

d = 50 m and the UE is in LOS with very high
probability, these retransmissions are not actually
needed, because of the low packet error rate of
the channel.

2.4.2 BALIA

In [13] the authors consider whether using LTE or
mmWave as a secondary subflow yields a higher
throughput. When the UE has a high probability
of being in LOS (that is, for d < 50m), the
solution with MP-TCP on mmWave only links
outperforms SP- TCP, with a gain between 800
Mbit/s and 1 Gbit/s (about 3040 percent). The
LTE link, instead, has a much smaller rate than
ammWave link when d < 50m, and therefore the
throughput of MP-TCP on LTE and mmWave
subflows is close to or

worse than that of the reference SP-TCP.

—
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Table 3 Summary of End-to-End Effects (TCP Dynamics) scenarios

Reference | Algorithm parameters Simulator Con.
Rate=3Gbps Greater Capacity
RTT=40ms Higher Channel
8] NewReno TCP size=15MB NS-3 Utilization
Time=0-10ms Low delay
Bandw1th=400MHz Reduce the effects of
9] Cubic RTT=10ms NS-3 blockage
" RLC buffer size=5MB Hag
Time=0-5ms power efficient methods
Table 4 Summary of End-to-End Performance (MP-TCP) scenarios
Reference | Algorithm parameters Simulator Con.
High TCP Throughput
. frequency=28GHz, 73GHz on mmWave links
[12] Cubic Bandwidth=1GHz NS-3 Multipath TCP (MP-
TCP) over multiple LTE
High Reliability and
Availability of
frequency=28GHz .
[13] BALIA Bandwidth=6GHz NS-3 Communlcatloqs
Low-power massive
MTC.

Proceedings of the Workshop on ns-3,
ACM, pp. 85-92, 2016.
[2] Russell Ford, Menglei Zhang, Marco

3. Conclusion
In this paper, introduced a comprehensive

[1]

scenarios of TCP performance in 5G cellular
networks considering various factors such as
TCP congestion control and TCP packet size.
So, we comparing the performance of TCP
between different scenarios describe the end- to-
end evolution of TCP performance in 5G
mmWave cellular networks through the
algorithms, parameters and simulator of each
scenario and we introduced conclude about these
scenarios.
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